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Henb3s orpurars Toro Qakra, 4to HHPOPMAIMOHHO-TENEKOMMYHHUKAIIMOHHAS
ceTh «VIHTepHeT» Bce TecHee NPOHMKAET B HAIY ¢ BaMM M3Hb. [/ OJIHUX OH cTan
UCTOYHUKOM 3HaHUH, UL IPYTHX UCTIONB3yeTcs B paboTe, KTO-TO Halllell ¢ HOMOIIBIO
HHrepHeTa Jipy3eH, a KTo-To Jlake CMOT HaJlaJuTh CBOIO IMYHYIO JKM3Hb. BOJIBIIHHCTBY
U3 HacC JIOCTATOYHO CIOKHO MPEJICTABUTD JIeHb 0€3 OHJIaifH-001IeH s ¢ APY3bIMH, IPO-
CMOTpa CBEKUX HOBOCTEH MJTH HOBBIX POJIMKOB.

OT0 NOATBEP/KIAETCS U Pe3yJbTaTaMi COIMAIBHBIX HccleopaHnid. Tak, cornac-
HO JaHHbIM QoHa «O0IecTBeHHoe MHEHHE», TI0 COCTOSHHIO Ha KoHell BecHbl 2017
roja oflee KOJIMYECTBO MoJb30Bateneii cern MurepHer B Poccuu B Bo3pacTe OT
18 ner u crapiie cocraBuiio 82,4 MIJIH HelIOBEK [TPH CYTOUHOM ayutopun VHTepHeTa B
71,6 MIIH YeNOBEK.

Bmecre ¢ TeM clieflyeT IOMHHUTD, YTO, HECMOTPSI Ha BCE TIPEUMYITECTBA, KOTOPbIE
HpesiocTaBiserT HaM VHTepHeT, OH MOKeT ObITh MCIOJB30BaH JIJIsl HaHeCEeHHs Bpesia
BaM, BaIIAM OJU3KMM M BallleMy UMYIIECTBY.

PazmuuHoro pojia MOIIEHHHKH, TIpeciie/ioBaTeNH, pasHooOpasHble BUPYCHI — BCe
9TO NPeJICTABILIET YTPO3Y IS KaKJ0r0 NMosb3oBarens cet MHTepHeT. bonee Toro, Ko-
JIMYECTBO MO0CHBIX YTPO3 MOCTOSHHO PacTer.

Tak, 3a oquH TonbKO BTOpOW KBapTan 2017 roma JlaGoparopueit Kacnepckoro
ObL10 0OHapyxeHo 16 119 489 yHHKaNbHBIX BPEJIOHOCHBIX MIPOTPaMM, a 3a IEPUO]L C
uroist 2015 1. mo wroHb 2016 1. B Poceuu B 5,5 pa3za BeIPOCIO YUCIIO HECAHKIIMOHUPO-
BAaHHBIX CHATHIl JIEHEKHBIX CPEJICTB CO CHETOB JlepsKareniell GaHKOBCKMX KapT uepes
WHTEPHET-OaHKHUHT .

[TosBAsIOTCS M COBEPIIEHHO HOBBIE OIIACHOCTH, TAKHE KaK TPArHiHO TPOTpeMeB-
IIMe Ha BCIO CTPaHy «TPYIIIBI CMEPTH», TPE/ICTABILIONME CEPhe3HYIO OMAaCHOCTD IS
(UZHUIECKOTO U IICHXOJIOTHYECKOTO 3710POBbSI JIeTel.

Bce 310 TOBOPHT O TOM, YTO TIPH MCHOJB30BaHMH MHTEepHETa HEOOXOMMO Mpo-
SIBISTH KPaHHIOI BHUIMATEIBHOCTh U OCTOPOKHOCTD.

MBblI HajleeMcsl, UTO O3HAKOMIIEHHE C JJaHHOH GpoIIopoii o3BoIUT BaM GoJiee Tpa-
MOTHO TOJIOHTH K MOJB30BAHHUI0 MHPOPMAIMOHHO-TENEKOMMYHHKAIIHOHHOH CeThIO
HHrepHeT U u36ekaTh TaKUM 06pa3oM BO3MOJKHBIX OMAacHOCTEH.



OTBETCTBEHHOCTb 3A NPABOHAPYLUEHNA

B CETW WHTEPHET

Iomuume! OmeemcmeeHHOCIb 30 NPAGOHAPYUICHUA 6 GUPHYAILHOM
HPOCHPAHCMGE HACMYHACH HO PeanbHbIM 3aKonam!

PACITIPOCTPAHEHHME JKCTPEMHUCTCKHX
MATEPHUAJIOB B CETH HHTEPHET

C 1eTbi0 MPOTUBOEHCTBHS TaKMM HETaTHBHBIM SIBICHHSM, KaK DKCTPEMH3M,
kceHo(hoOus, TPOSBICHHE HETEPIUMOCTH PA3HOTO TONKA, PACOBOH, HAIMOHATHHOM
WK PENUTHO3HON PO3HH, CBS3aHHOM C HACHIHMEM WIH TIPH3bIBAMH K HACHIHIO, GBLIT
u3an Dexepaibbiil 3akoH No 114-D3 or 25 mrong 2002 r. «O mpoTUBO/ICHCTBUN
IKCTPEMUCTCKON JIesTeNbHOCTIY, KOTOPBIM OMpeieNu, 4To Ha TeppuTopud Poccru
3ampemaeTcs u3jaHue W paclpocTpaHeHne MeuaTHbIX, ayauo-, ayAnOBU3YaNbHbIX U
HHBIX MaTePHANIOB, COEKAIAX TIPU3HAKH HKCTPEMUCTCKOI NesTenbHocTh. B crathe
12 ®epepanphoro 3akoHa «O TPOTHBOJEHCTBUM 3KCTPEMUCTCKOM JIEATETLHOCTI)
yCTaHABIUBACTCS MPSAMOH 3allpeT Ha UCIONb30BaHHe ceTell CBs3M OBIIero moib3oBa-
HUS IS OCYIIECTRIEHHS SKCTPEMHCTCKOM JIeSTeTbHOCTH.

Hesakonmas uHpopMaIis SKCTPEMICTCKOTO TOJKA TIpecielyeTcsl TpaBooXpaHH-
TeNbHBIMA OpTaHaMH W B MHQPOPMAIMOHHO-TEIEKOMMYHHKAITHOHHBIX CEeTSX OOIIero
nonb3oBaHus (MHTepHeTe), Make ecii HOCUTENS HHPOPMAITHH CIOKHO OGHAPYKUTD
WITH TIO KAKAM-TO TIPHYIAHAM OH He MOMKeT OBITh MpeJICTaBlIeH B MaTepHaibHOH Gopme
(ZIMCK, HAKOTITENb, IUCKETa | T.JI.) CSACTBHIO WK CyAy. B OCHOBHOM 3TO CaifThi, /e
BO30YIKIAIOTCS BPayKa U HEHABUCTD K TIPEJICTABUTEISIM IPYTHX HAPOJIOB, COTEPIKATCS
MPU3BIBBI K OCYIECTBICHAIO AKCTPEMHCTCKOM AeSITeNbHOCTH, MPEATOKeHHs 06 yey-
rax KunnepoB, HHPOPMAIUS TI0 TPHTOTORIEHHIO B3PHIBUATHIX BEI[eCTB.

Jluiia, BAHOBHbIE B HE3aKOHHOM H3TOTOBJICHUH, PACHIPOCTpAHEHHH U XpaHeHNH B
eTX JanbHeHIero pacupocTpaHeH s SKCTPEMHUCTCKAX MaTepHalioB, TIPHBIEKAIOTCS
K aJIMAHACTPATHBHOM TGO YTONOBHOM OTBETCTBEHHOCTH.

MTPOITATAHJIA, HE3AKOHHAS PEKJIAMA
HAPKOTHYECKHX CPEJACTB
1 ICUXOTPOIHBIX BEIECTB

B cuny 1. 1 crareu 6.13 Kogexca PO 06 aqMUHACTpaTUBHBIX IIPABOHAPYIIEHHSIX
nporaranzia Jubo He3akOHHAS peKiaMa HAPKOTHYECKHX CPEJICTB, TICHXOTPOIHBIX Be-
IIECTB BJIEYET HAJIOKEHHE aJIMMUHUCTPATUBHOTO ITpada Ha rpaxiaH B pa3mMepe oT ue-
THIPEX ThICSY JI0 TIATH ThiCsY pyOiiel ¢ koHHCKarnel pexaMHO NPoAYKITME H 060-
PY/IOBaHM S, HCTIONB30BAHHOTO IS €€ M3TOTOBJEHMS; Ha JOIKHOCTHBIX JIMIl — OT CO-
POKa THICSH JIO TIATHAECTH ThicsY py6ieif; Ha JIMII, OCYIIECTBILIIOMUX MPeANpPHHAMA-
TeJbCKYIO JIeSTeNbHOCTD 6e3 06pa30BaHK s IOPHANYECKOr0 JIHUIA, — OT COPOKA THICY JI0
HATHJECATH Thicsy pyOiiell ¢ koHucKanuel pekiaMHON POAYKIMK U 060pyI0BaHHS,
UCTIONB30BAHHOTO JIJIS €€ M3TOTOBJEHH MO0 a[MMHUCTPaTHBHOE TIPHOCTAHOBIIEHNE
JIeSTENHHOCTH Ha CPOK JI0 JIEBSHOCTA CYTOK ¢ KOH(HCKaImel pexiaMHON MpoyKIUn
U 060pY/I0BaHMSL, UCTIONB30BAHHOTO NS €€ U3TOTOBNEHHUS, Ha IOPHIMUECKUX JIHIT — OT
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BOCBMHCOT THICSY JI0 OJIHOTO MHJUTOHA pyOieil ¢ KoHpuckarmelt pekIaMHON TPoayK-
UK B 000PYIOBAHUSL, HCTIONH30BAHHOTO JIIS @€ U3TOTOBIEHHS, THO0 aIMHHHCTPATHUB-
HOE MPUOCTAHOBIEHNE ASSITENHOCTH Ha CPOK JIO JIEBAHOCTA CYTOK ¢ KoHHCKamueit
peKIaMHON TPOMYKITMHE U 050pYI0BaHNS, MCTIONH30BAHHOTO TSI €€ M3TOTORICHHS.

B cootBeTcTBUH ¢ TIoAN. «O» M. 2 cTaThu 228.1 YromoBHOro Kojekca PO cObIT
HapKOTHYECKUX CPEJICTB, TICHXOTPOITHBIX BEIIECTB M HX aHAJIOTOB, COBEPITICHHBIH C
HCTIONL30BAHHEM CPEJICTB MaccoBOM HHMOPMAIUH THOO HIEKTPOHHLIX MU HHpOpMa-
[THOHHO-TENeKOMMYHHKAITMOHHLIX ceTell (BKItovast ceTh MHTepHeT), — Haka3bIBaeTcs
THIeHreM cBoGOIB HA CPOK OT ISTH JI0 JIBEHAAIaTH JieT co mTpadoM B pazmepe 10
MSITUCOT ThICSY pyGueit nik B pazMepe 3apaboTHOM MuaThl WIIH HHOTO JIOXO/a OCYAKIeH-
HOTO 3a IePHO 10 TpeX JieT 6o 6e3 TAKOBOTO U ¢ OTpaHHueHHEM CBOGOIBI Ha CPOK JI0
OJIHOTO rojia b0 6e3 TAKOBOTO.

KJEBETA B CETH HHTEPHET

Cae/leHHs NPU3HAIOTCS TIOPOYALIIUMH YE€CTh, JOCTOMHCTBO MM JIENOBYIO pelly-
TaIMIO, €CITH OHH HEe COOTBETCTBYIOT JISHCTBUTENBHOCTH, TIPUYEM OpeMs I0Ka3bIBaHMUS
JIEKUT Ha CYOBEKTE, UX PacIpOCTPaHSIONIeM, B cOOTBETCTBUM ¢ 1. 1 cr. 152 TK P®.
[TopovaiuMu SBISIFOTCS CBEJIEHHS, CofiepKalllie YTBEPAKIEHHS O HapylIeHHH cyOb-
eKTOM WJIM OpraHuzalueil JeficTBYIOIEero 3aK0HO/IaTebCTBA MM MOPAJbHBIX TIPHH-
IUIOB (O COBEPIIEHHH HEYECTHOTO MOCTYIIKA, HEMPABUIBHOM MOBEICHHH B TPYAOBOM
KOJUIEKTHBE, OBITY) M JpYrHe YTBEPK/IEHHS, TMOpovallie MpOH3BOJCTBEHHO-X03 M-
CTBEHHYIO M OOIIECTBEHHYO JIEATENLHOCTD, IEIOBYIO PENYTAIUIO, YMAJSIONIHE YeCTh
H JIOCTOMHCTRBO.

K pacnipocTpaHeHuto cBejieHnit, HOpoYaIliX YecTh M JJOCTOMHCTBO TPak/iaH MK
JICTIOBYIO PENyTAIUIO rpaxiad U wopuaudeckux Jmil, [Inenym Bepxosroro Cyaa PO
OTHOCHT B TOM YHCJIE U paclipocTpaHeHue B cetu LIHTepHeT.

B coorserctBuu co cr. 151 u 152 'K PO ucrern B cye moxkeT TpeboBarh:

1. mpeceueHus JaibHekIero pacnpoctpanenus nHdopmaiyu B CeTH, a Takke ee
OIPOBEPKEHHUE TEM Ke CIIOCOOOM, KOTOPHIM OHa Obljia paclipocTpaHeHa,

2. MMYIIECTBEHHOH OTBETCTBEHHOCTH OTBETHMKA (KOMIIEHCAIMSI MOPAIbHOTO
BpeJia, BO3MEIeHHE YOBITKOB).

B coorgercruu ¢ u. 2 cr. 128.1. YK P® knepera, copepxaiiasics B myOJIM4HOM
BBICTYILIEHUH, ITyOIHUHO JIEMOHCTPUPYIOIEMCS IPOM3BEICHAH WM CPEJICTBAX Macco-
BOM MHQOpPMAIUK, HaKa3biBaeTcs MTpadoM B pa3mMepe 10 OJHOTO MUILTHOHA pyOieit
UJIH B pa3Mepe 3apaGoTHOM T11aThl MIIM HHOTO JI0X0/1a OCYKAEHHOTO 3a IIEpUol 10 Ol
HOro rojia 160 0643aTebHBIMH paboTaMy Ha CPOK JI0 JIBYXCOT COPOKa 4acoB.

MOIIEHHUYECTBO, CBA3AHHOE
C BJIOKHPOBAHUEM ITPOI'PAMMHOI'O OBECITIEUEHHA
KOMIIBIOTEPOB
MOJIB30BATEJIEN CETU UIHTEPHET

B Hacrosimiee BpeMst 0CTATOYHO PACIPOCTPAHEHHBIMH SBISFOTCS CAYYad MO-
IITEHHHYECTBA, B OCHOBE KOTOPOTO JIEKHT HCIIONB30BAHHE BPEJOHOCHBIX IIPOrpaMM
C 1ENBI0 GIOKMPOBAHUS TPOrPAMMHOTO 0GECTIeUeH s KOMITBIOTEPOB MOJTb30BaTeeH
cerr Mrreprer. C mpaBoBoii MO3UIHK OMCAHHBIE [IESHHAS HEOGXOIUMO KBATH(DHITHPO-
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Bath 1o cT. 272 YK PO — «HenpaBoMepHbIif JOCTYT K KOMITBIOTEPHOIM HHpOpMAITimy,
no c¢1. 273 YK PO — «co3panue, UCNIONb30BaHUE M PACIIPOCTPAHEHHE BPEAOHOCHBIX
KOMITBIOTEPHBIX [IPOTPaMMy, a B CIIy4asx KOT/ia, yKa3aHHOe TIpaBOHAPYIIIEHHE TIOBJIEK-
710 32 co0oi XHUITEHHE 1y7KOT0 MMYIIeCTBa WM MPHOGpeTeHne NpaBa Ha uyKoe HMyIIie-
CTBO, — 10 CT. 159.6 YK PO «MormenunyecTBo B chepe KOMITBIOTEPHOMH HHPOPMAITHN.

XUIEHWSL, COBEPINAEMBIE C TOMOIIBIO
CETU UHTEPHET H KOMIIbIOTEPHOM TEXHUKHA

Llenb GMHAHCOBBIX MPECTYIUIEHUH, COBEPIIAEMBIX B KOMIIBIOTEPHOH CeTH, — 110~
JyueHHe HE3aKOHHOH BBITOIbI C TIOMOIIBIO KOMITHIOTEPHBIX TEXHOIOTHIA.

B 3aBucuMOCTH OT cHIelMMKH COBEPIIEHNUS TaKUE JIETHUS KBATUQUIIMPYIOTCS TIO
cr. 158 YK P® — «Kpaxkar, o cr. 183 YK P® — «HezakoHHbIe noNyueHre U pasriaiie-
HH€ CBeJICHUH, COCTABISIONIUX KOMMEPUECKYIO, HAJIOTOBYIO WM GaHKOBCKYIO TaifHy»,
no cr. 187 YK PO — «HenpaBomepHslii 000poT cpeicTB miarexein» u no cr. 272 YK
PO — «HenpaBoMepHbIit JOCTYI K KOMITBIOTEPHOM HHOPMALIHHY .

HAPYIIEHHUE ABTOPCKHX ITPAB
B CETU UHTEPHET

TBopueckoe npousseienne, 3agukcupoBaHHOe B IMPPOBOH dopme, TIpH3HAETCS
00BEKTOM aBTOPCKOTO TIpaBa. JIaHHOe IIPaBHJIO O3HAYAET, YTO HOPS/IOK HCTIONB30BaHUS
HpousBesieHns B IHTepHeTe (Jlake ecli Takoe pou3BeieHre, KpoMe Kak B ViHTepHere,
GoJIblTIe HAT/IE HE CYLIECTBYET) SBISETCS TOUHO TAKUM Ke, Kak 1 B CITydae MCIIO/b30Ba-
HUst JOGOT0 MPOM3BE/IEHNS B PeallbHOM MUPE, & HE B BUPTYAJIbHOM.

3a HapylIeHHe aBTOPCKUX M CMEKHBIX IPaB, a TakkKe M300peTaTebekux U Ma-
TEHTHBIX NPaB Ha MHQOPMAIMOHHBIM 00bEKT (TIPOM3Be/IeHHE), pa3MellleHHbIH U pac-
HpOCTpaHaeMbIH B ceT VIHTepHeT, 3aKOHO/IaTeIbCTBOM TIPe;TyCMaTPHBAIOTCS IPpak iaH-
CKo-TIpaBoBas (TIpeceyeHre IPOTHBONPABHBIX JIEHCTBHI, IpeKpalieHue JesTeIbHOCTH
FOPUJIMYECKOTO JIUIA UK UHMBHTYATBHOTO [PeIIIPUHUMATe]Is, BO3MEIEHHE Bpe/ia B
HaType, BO3MelleHHe TPUYMHEHHBIX YOBITKOB, KOMIIEHCAIIUS, apecT W YHHUTOKEHHE
KOHTpadakTHBIX MaTepHaloB 6e3 KOMIIEHCAllu!, YHHUTOKeHHe 000pYI0BaHHS 3a CUET
Hapymmrens —ct. 12, 1082, 1302, 1252 I'K P®; koMmneHcalyis MOpajJbHOTO Bpeja — CT.
151 I'K P®), agmunncTpaTuBHAs (aIMHHUCTPATHBHBIH MITpad, KOHPUCKAIHS OpYIUsI
UM mpezMeta TpaBoHapymreHust — . 7.12 KoAll P®) u yronoenas (mrpad, apecr,
JMieHue cBodozbl — ct. 146, 147 YK P®) orBeTCTBEHHOCTD.

Kpome Toro, cieryeT HOMHHTB, 4TO HPOTPAMMBbI, KHHTH, My3bIKY, KOTOPBIE [OJb-
30Batelb uier B MHTepHETe ¢ MOMCKOBBIM 3alPOCOM «CKayaTh OECTIaTHO», MOTYT
coJlepKaTh BUPYChI 1 IIOAIUCKA HA KOHTEHTHBIE CEPBUCHL.



MEPCOHAJIbHBIE [JAHHBIE
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2.1. YTo Takoe mepcoHa/IbHbIC JAHHbIC U MI0YeMy OHH TaK Ba/KHbI?

CornacHo @enepansHomy 3akoHy Ne 152-03 «O nepcoHalbHbIX JaHHBIX):

HepconanvHoie dannbie — 110005 UHPOPMAYLUS, OMHOCIUAACS K NPAMO UAU KOC-
6EHHO ONPEOeNeHHOMY UL ONpedenseMoMy u3UUecKoMy July (CyBvekmy nepeoraio-
HBLX OGHHDLX).

T.e. nepcoHalbHbIe JjaHHBIE — 3T0 MHOOPMAIMA O KOHKPETHOM 4eloBeke. JTo
Te JlaHHbIE, KOTOPbIE MO3BOILIIOT HAM Y3HAaTh YeJloBeKa B TOJIE, HASHTHUIMPOBaTh 1
OIpeJIEUTh KaK KOHKPETHYIO IMYHOCTD. TakuX WAeHTUUIIMPYIOMUX JAaHHBIX OIPOM-
HO€ MHOJKECTBO, K HUM OTHOCSTCS: (aMMIIMS, MMS, OTUECTBO, JlaTa POKJICHHUS, MECTO
POKIIEHHS], MECTO KUTENbCTBA, HOMED TeneoHa, afpec JNEeKTPOHHOH MouThl, (oTO-
rpadus, BO3pacT u mp.

[lepcoHanbHbIE JIAHHBIE HE CTOMT NYTaTh C JIMYHBIMU JaHHBIMH. JIMuHbIE JaH-
Hble — 3TO BOOOIIE COBOKYIIHOCTh BCeX JaHHBIX O monb3oparene B Cern. Hampumep,
JIaHHBIE O Ie0JIOKAIIUH, CTATHCTHKA 110 Haubolee TIOCelaeMbIM HHTEPHET-CTPaHULIaM,
¢dororpaduu u T.JI.

KOMy HYKHBI Balllid IEPCOHA/TbHbIE }IaHHbIe?

*  80% mpecTynHHKOB GepyT HHPOPMAITHIO B COTICETSIX.

*  JInuHas uHOpMALIUS UCTIONB3YETCS AN KPaKU Haposiel.

*  JInuHas uHPOpPMAIIHs HCTIONB3YeTCs 11 COBEPIIEHHS TAKHX PECTYILICHHH,

KaK IMAaHTaK, BBIMOIaTeIbCTBO, OCKOpOIIeHHE, KIIeBeTa, KUIHEIITIUHI, XHIIEHHE.

Onepatopbl ¥ MHBIE JIMIIA, HOTYYHMBIINE JOCTYII K EPCOHATBHBIM JIAHHBIM, 00~
3aHbI He PACKPBIBATh TPETHUM JIMIIAM U HE PAaCcIPOCTPAHSTh NePCOHAIbHBIE JIaHHbIE 6e3
cornacus cyGbekTa nepcoHalbHBIX JaHHBIX, €CTH HHOE He MPEyCMOTpeHO deiepalib-
HBIM 32KOHOM.



CyOBbeKT NepcOHANBHBIX JAHHBIX IIPUHUMAET pEllleHHE O IPEOCTABIEHHH €T0
NIEPCOHAJIBHBIX JIAHHBIX M JIA€T COrTIache Ha MX 00paboTKy cBOOOHO, cBoeH Bolei 1 B
CBOEM MHTEPECE.

O06paboTka NepCOHANBHBIX JJAHHBIX JIOITYCKAETCS B CIEAYIOUIMX CITyqasx:

1) oGpaboTrka nepcoHalbHbIX JJAHHBIX OCYIIECTBISETCS C Coriacus cyObeKTa rnep-
COHAIILHBIX JJAHHBIX Ha 00paboTKy €ro MepcoHAbHBIX JaHHEBIX,

2) o0palboTka TEPCOHANBHBIX JaHHBIX HEOOXOMMMa JUIS JIOCTHKEHUS IIeNel,
IPENYCMOTPEHHBIX MEKIYHApOAHBIM JioroBopoM Poccuiickoll ®enepanun v 3a-
KOHOM, JJIS1 OCYIIECTBIEHHS W BBIIONHEHHS BO3JIOKEHHBIX 3aKOHOJATENLCTBOM
Poccuiickoit Genepanuu Ha onepatopa QYHKITHA, TOTHOMOYHI 1 00s3aHHOCTEHH,;

5) 00paboTKa MepcoHANbHBIX JAHHBIX HEOOXOAUMA JJIS MCIOJTHEHHS JIOTOBOPa,
CTOPOHOH KoTOpOro JMOO BBIFOAONpHOOpeTaTeleM HIH IOPYUUTENEM O KOTOPOMY
SIBISIETCS CYOBEKT NEPCOHANBHBIX JIAHHBIX, a TaKXkKe JUIS 3aKIFOUEHHs JOroBopa 1o
WHHLUATHBE CYOBbEKTa MEPCOHANBHBIX JAHHBIX MM JOTOBOPA, II0 KOTOPOMY CYOBEKT
NIEPCOHAJIBHBIX JAHHBIX OY/IET SIBIITHCS BHITOONPHOOPETATEIEM UIIH OPYUUTEIEM,

6) 06paboTKa MepCOHANBHBIX JIJAHHBIX HEOOXOMMa JIIS 3all[UThI JKU3HH, 3/J0POBbS
WM MHBIX )KM3HEHHO BAKHBIX UHTEPECOB CyOBEKTA IEPCOHANBHBIX JIAHHBIX, €CIHU T10-
Jly4eHUe COTTacks cyObeKTa IIepPCOHANBHBIX JAHHBIX HEBO3MOXKHO,

7) 00paboTKa NepPCOHAJBHBIX JIAHHBIX HEOOXOMMMA JUISl OCYLIECTBICHHS [IPaB U
3aKOHHBIX MHTEPECOB OIlepaTopa MK TPETHUX JIUL IM0O JUISL JOCTHKEHUS! OOIeCTBEH-
HO 3HAYMMBIX IleJIed IIpU YCIIOBHH, UTO IIPH 3TOM HE HapyIIaroTcs IpaBa U CBOOOMBI
cyObeKTa IIepCOHABHBIX JJAHHBIX;

11) ocymecrBisiercs 00paboTKa MepCOHANBHBIX JIAHHBIX, MOIIEKAIMX OMyOIu-
KOBAHHMIO WJIH 0053aTeIbHOMY PACKPBITHIO B COOTBETCTBHH C (eziepabHbIM 3aKOHOM.

2.2. Kak 3amuTiTh CBOH NepCOHA/IbHbBIC TaHHbIE?

B abcontorHOM GOIBITHHCTBRE ClyyaeB Mbl CaMH YKa3blBaeM CBOM MIEPCOHAIHBIE
JIaHHBIE TIPH PETHCTPAlMH Ha caiftaX, oGOpMIEHHH 3aKa30B B UHTEPHET-Mara3yHax,
3aMoMHEHUH TIPOQUIS B COLMATBHBIX CETIX MM JlaKe NP COCTABIEHUH TIOMCKOBOTO
3arpoca.

OGparute BHUMaHHeE, NPOJOJKas PErHCTPALMIO Ha JIF00OM caiiTe, BbI corllalnae-
TeCh C [0JIb30BATENLCKMM COIIANIIEHUEM, CTaBsl «TaJOuKy» TIPH 3al0JHEHHH ero NoJei.
OGBIYHO 3TOTO JIOCTATOYHO, YTOOBI Pa3pelluTh BIa/IeNbliaM caiiTa HCMoNb30BaTh BBeE-
JIeHHBIE BAMH JIaHHbIE TIPH paboTe ¢ ero CepBHCaMH.

Takum o6pazoM, MONL3YsICh CAHTOM MJIH YCIIYTOM, Bbl COINAllaeTech Ha nepeiady
U XpaHeHHe BalllMX JIaHHBIX, OY/lb TO JlaTa POAJIEHNMS, HOMep MOOWIBHOTO TeledoHa,
Hepenucka U odble JApyrie JaHHble IMYHOTO XapakTepa. B3amen ux ofg3yrorcs Xpa-
HUTh B KOHUIEHIIMAILHOCTH M HH B KOEM cllyuae He pasriiallarh TPEThbUM JHIaM.
OjiHaxo Ha Jiefie 5TO He Beeryia Tak — Iajleko He BCeryla CTOPOHa, OTBETCTBeHHas 32 Xpa-
HEeHHe BallliX NepCOHANbHBIX JaHHBIX, J06POCOBECTHO BLITIONHSIET CBOM 00S3aHHOCTH.
Kpome Toro, HUKTO He 3allIIeH OT B3JoMa 6a3 JaHHBIX, COZIEPKAIINX NePCOHANBHYIO
HUHQOPMAITHIO, WM TIPOCTBIX OMHUOOK M HeoBeveckoi onmpomeTurBocTy. Harpumep,
PETHCTPUPYSICh MIIM aBTOPH3YACH HA caifTe uepes COIMAILHYIO CeTh, Bbl pa3peliaere
CaliTy MOJy4UTh BAIlK JUYHbIE JIAHHbIE, M TOYHO HEU3BECTHO, Kak OH Oy/leT UMH TI0Jb-
30BaThesl. TOUHO TaK ke 1000 Balll 3BOHOK B MarasuH MM CaJlOH aBTOMaTH4eCKH BHO-
CHT Balll HoMep B Ga3y Monb30Barenei 3Toi KoMIaH!u.
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C.]'Ie}Z[OBaHI/Ie HECKOJILKHM IPOCTHIM €COBE€TAM BO MHOI'OM COKPAaTHUT YI'po3y
HE3aKOHHOI'0 HCTIO/TB30BaHHsl BallluX NEPCOHATbHBIX JaHHbIX:

1. Orpanuuste 06beM uHpopMaruu o cebe, Haxofsmelics B HHTepHeTe.
VYranure auimaure dpotorpaduu, BUIEO, ajpeca, HoMmepa TeledoHOB, JaTy poxKie-
HYSL, CBEJICHHMS O POJHBIX M GIIU3KUX M HHYIO JTHYHYIO HHOOPMALHIO.

2. He ornpasnsiite Busieo 1 Gotorpadyu JTrO7SM, ¢ KOTOPBIMH Bbl O3HAKOMH-
nuck B MHTepHeTe U He 3HAaeTe HX B pealbHOM JKU3HH.

3. Ormpasnss koMy-1u60 CBOM HepCOHANbHBIE JaHHbIE M KOH(HICHIMAb-
Hy10 HHQOpMaIHIo, YOeuTeCh B TOM, UTO ajipecar — JeHCTBUTENLHO TOT, 33 KOro
ceOsI BbIIAET.

4. 1lpu HeoOXomMMOCTH pa3MelleHus o0bsBlIeHHs B MHTepHeTe BOCIIONb3Yii-
TeCch BPEMEHHOM CHM-KapToi ¥ BbIZlyMaHHBIM HMeHeM. MOJKHO TaksKe BOCIIONb30-
BaThCsl YCIyroi « BTopoi HoMepy, KOTOPYIO MPEIOCTABILIIOT HEKOTOPbIE ONlepaTo-
PbI MOOHIILHOH CBSI3H. DTa yciiyra 03BOJsSeT NOAKIIOUNTD B «JIMUHOM KaGHHeTe»
BTOPO# HOMEP TOJBKO Ha TipreM 3B0HKOB 1 CMC. 3BOHHTH C HEro He MOy UHTCSL.
5. MHcnonp3yiiTe TOJNBKO CIOKHBIE MAPOJH, pa3Hble JJIs pasHbIX YYETHBIX 3a-
nycelt U cepBrcoB. 1lob30BaTeny, KOTOpble HCTIOB3YIOT OIMH U TOT K€ Mapolib
JUIS BCeX CEPBHCOB, IPU KOMIPOMETAIUN XOTs Obl OJIHOTO U3 CEPBUCOB MOTYT
HOTEPSTH AOCTYII KO BCeM CBOMM YUeTHBIM 3amucsiM. [[oBTOpHOE HCTONb30BaHNe
HapoJiell KaTeropuueckH 3arperieHo.

6. PerynspHo mMeHsiiTe apoy, xKenaTelbHO He PeKe pasza B Mecsl.

7. Tlo BO3MOKHOCTH HCHONB3YHTE JBYX(AKTOPHYIO aBTOPU3ALUIO — 3TO Me-
TOA WIEHTHUKALMK TOJb30BaTeNs B KaKOM-IMOO cepBHce (Kak TIpaBHIo, B
HHTepHeTe) TIpH TIOMOIIH 3a1poca ay TeHTHOUKAITHOHHBIX JIAHHBIX JIBYX PasHBIX
THTIOB, YTO O0ECIIEUUBAET JABYXCIOHHYIO, a 3HAUMT, Gosiee 3QEeKTHBHYIO 3aIUTy
aKKayHTa OT HeCaHKIIMOHMPOBAHHOTO POHUKHOBEHNML. Ha npaxTke 370 00bIYHO
BBIJLSIUT TaK: MepBbIid pyOesk — 5TO JOTHH U MapoJib, BTOPOH — ClENUaIbHBIH
ko1, ipuxosipil o CMC WM 5IeKTPOHHOM MouTe.

8. 3apenurte cebe aBa ajipeca NEKTPOHHOM MOUTHI — YaCTHBIH, 771 HEPETUCKA
(TIpUBaTHBII M MaJIOM3BECTHBIH, KOTOPBIH BbI HUKO/A He MyOIuKyeTe B 06Ies0-
CTYIHBIX UCTOYHUKAX) U MyOIUUHBIH — [ OTKPBITOH JeATenbHOCTH (PopyMOB,
YaToB U TaK Jlanee).

Yo 1es1aTh, ecJIi BBI CTAJIH KePTBOil HApyIeHNs B 06,1aCTH TePCOHATLHBIX
TaHHABIX?

B nepByto ouepeqh BaM HeoOXOAMMO OOPaTHThCA B YHOJHOMOYEHHBIH OpraH
B cepe MepcOHATBHBIX JaHHBIX — POCKOMHA/I30p, a TOUHEe, ero TeppHTOpHAlbHOE
YrpagneHue.

B nessix 06beKTHBHOTO U TIOIHOTO PACCMOTPEHHS BaM HEoOXOIMMO yKa3aTh clie-
JYIOIIYIO UHYOPMalIHIO:

1) mepeyueHp MePCOHABHBIX JIAHHBIX, HEMPaBOMEPHO oGpabaThiBaeMbIX Ha caii-
Tax B cetu MHTEpHET,

2) cBejIeHHs O JIOKYMEHTE, YJIOCTOBEPSIOIEM Bally JUYHOCTh (KOTIMH CTPaHHMI]
Hacropra), /s IOATBEPsKIeHNS IPUHANIEKHOCTH HEPCOHANBHBIX JIAHHBIX, HETPaBo-
MEPHO pa3MellleHHbIX Ha caifTax B ceTH HTepHET, K BaM Kak K cyObeKTy IepcoHallb-
HBIX JIAHHBIX;
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3) TouHBIe U JIOCTYTIHBIE aj[peca CTpaHuI] caiiToB (Yka3aTelnu CTPAaHUI] CAliTOB B
ceru UuTeprer — URL), conepikaiyie HezakoHHO obpalarbiBacMble (pa3MelEHHbIE)
nepcoHalbHble JIaHHbIE, TTO3BOISIONIAE OCYIECTBHTL TIPOCMOTP JIAHHBIX CTPAHHI]
VipaBnenuem, a Taloke CHUMKH DKpaHa ¢ JJaHHBIMU CTpaHHUI[aMH, cofiepikaniie B cebe
NoNHEIH afpec crpaHuilbl caiita (URL) U athl myGIukaiiiy mocToB/cooBIeHnH, co-
JiepKalix He3akoHHo obpabaThiBaeMble (pa3MelEHHbIE) MepcoHaNbHbIe JaHHbIe Ha
TeKYIHit MOMEHT BpeMeHH (JlaTa) U pyTHe CBeIeHNMS, MOATRBePKIAIONIHE HAPYIIeH S
TpeGoBanuii 3aKOHOIATENLCTBA B 001ACTH TIePCOHANBHBIX JAHHBIX (BUASO3AIICH YK pa-
Ha ¢ JIEHCTBUAMHE, MO3BOISIONIAMHE 3apUKCHPOBATh HAPYTIIEHHUS U T.11.),

4) cBezienus, YMOTHOMOYMBAIONIHAE BAC MPEICTaBIATh UHTEPeChl (PU3HMIECKIX
T (KOTIHH IOBEPEHHOCTeH ), epcoHaIbHbIe JaHHbIE KOTOPBIX pa3MeleHbl Ha caliTax
(B chydae HapyIeHns X MpaB Kak cyOheKTOB MepCOHANbHBIX JAHHBIX).

JONOJHATEIHLHO cleyeT NpeIcTaBuTh (IPH HaJIMYHN):

- CBeJleHHsl, OATBEPK/IaoIMe GakT HanpaBleHHs BaMU B ajJipec ajIMHHHCTPa-
MK caifta (jjaee — oneparop) TpeGoBaHUs 00 YHHUTOKEHMH BallMX MEPCOHATBHBIX
JIaHHBIX C YKa3aHUEM Ha MX He3aKOHHOE TonydeHue (6e3 cortacus) oreparopoM Hin
C YKa3aHWeM TOTO, YTO OHH He SIBILIIOTCS HEOOXOAMMBIMH /I 3asBIEHHOH 1eH 00-
paGoTKH (TIpeicCTaBIseTCs IPH BO3MOKHOCTH HAlpaBleHHs YKa3aHHOrO TpeGOBaHHU),

- OTBET Olleparopa Ha Baiie TpeGoBaHie 00 YHUUTOKEHHH BallUX TIEPCOHABHBIX
JIAHHBIX (IIPH HATHYWH).

Obpawaem erumanie HA MO, YMO 6Ce UMEIOUHECH CBEOCHISL 00LIICHbL Dbl
npedcmaeinenst 8 aopec Yupaenenus eouHogpemenno!

B ciydae eciim 1o pe3ysibTaraM poBepKH YipapieHne PockoMHa/130pa BbISIBUIIO
HapyIleHHe, BbljjaeTcs Npeanucanie o6 ero ycrpaHeHn .

Ecimu Yipapnenne PockoMHa/30pa He YBHENO HapylIeHHs, Bbl MOkeTe 00pa-
THUTBCS B IIEHTPAJIbHBIH arlapar JaHHOTO BEIOMCTBA.

[TomMuMO 3TOTO, BCe CyOhEeKThI EPCOHANBHBIX JJAHHBIX UMEIOT MPABO HA 3aIUTY
CBOMX IIpaB M 3aKOHHBIX MHTEPECOB, B TOM YHCIIE HAa BO3MelleHHe YOBITKOB M (M)
KOMIIEHCAIIMIO MOPAJIbHOTO Bpesia B CYIeOHOM TTOpSIJIKE.

OTBETCTBEHHOCTb 3a HapyIIeHHEe 3aKOHOZATENbCTBA O MEPCOHANBHBIX JIAHHBIX
npegycmarpuBaercd B coorBeTcTBuM co cT. 13.11 Kosekca o0 aJMUHHCTPaTHBHBIX
npaBoHapyIeHusx PO.
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MOLIEHHWYECTBO B CETW MHTEPHET
- = '

3.1. Kak jieiicTByrOT MOIIICHHUKHA

MorlleHHUKH OveHb XOPOIIO 3HAIOT MCUXONOTHIO TMIOAeH W yMeno HCIONb3YIoT
BCIO JIOCTYIHYIO MHQOPMAITHIO, BKIIOYAs Ty, KOTOPYIO JKePTBa MOIMIEHHHYECTRBa He-
BOJNLHO BBIJAET Mpu obimenun. B opranu3anuu TeleOHHBIX MAXUHAIIMN YYacTBYIOT
HECKONBKO TPecTYMHHUKOB. OtueHb HacTo B TakKWe TPYIILI BXOMST 3M0YMBITITCHHAKH,
OTOBIBAIONIHE CPOK B HCTIPABUTENLHO-TPYAOBBIX YUPEHKIIEHHUSIX.

MollleHHIKH HCTIOB3YIOT CIIeyIoTIie MOTHBBI:

B GecrIoKOHCTBO 3a OIU3KUX U 3HAKOMBIX;
B GecrokocTBO 3a CBOM TeneOHHBINM HOMep, CUET B GaHKe WM GaHKOBCKYIO
Kapry;

B KelaHWe BBIATPATh KPYIHBIH IIpuU3;

B r060MBITCTBO — KelaHue MOMYYUTh J0CTYI K KakoH-1u60 HHPOPMAIIiH,

B xelaHue IOMOYb GONBHBIM JIETSM UIH JTHOJISIM, IOCTPafaBIIuM OT CTUXHHHBIX

OeJICTBHH.

ConuanbpHble CeTH SBIMIOTCS KiajeseM HHQPOPMAIMM N MOIIEHHHMKOB.
Pazmemas naHHBIE O ce0e Ha CBOMX CTPaHMYKAX, MBI HE 3aJyMBIBAEMCS O TOM, KTO
MOXET 3THM BOCIIOIB30BaThesl. MeskIy TeM MMEHHO Onaroziaps HaM CaMHM MOIIEHHH-
KaM OOBIYHO HE COCTABIISAET TPy/a y3HaTh MHYOPMALMIO O POJICTBEHHUKAX, KOHTAKTaX,
YBJIEUEHHSX CBOCH MOTEHI[MANBLHOMN JKEPTBBI U [IPH BBIMAHUBAHHU JIEHET BHYIIUTH J0-
BEpUE 3HAHUEM €€ JIMYHOH KU3HH.

3.2. Buarpl naTepHeT-MoNIeHANYecTBa. Kak 3ammTnTh ceGs?

Haubonee pacripoCTpaHEHHBIMHA BHJAAMHW MOIICHHHUYECTBA Ha JIAHHBIA MOMEHT
SIBIISIIOTCAL
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TenredonnOE MOIICHHHY €CTBO

CymectBytor HauboJee pacpocTpaHEHHBIE CXeMbl Tele(OHHOTO MOIIEHHHYe-
cTBa. BapruaHTOB TOTO, KaK MPeJICTaBiAT BaM MX MOIIEHHHKH, OYeHb MHOTO, HO CYTh HE
MEHSETCSL.

B OGman mo Testepory. C Bac MOTYT MOTPeGOBATH BHIKYIT MITH B3STKY 32 OC-
BOOOXKIEHHE AKOOBI U3 OTeNneH s nonuimu i ¢ mecra J[TII Bammero posicreen-
HuKa. UTo fenaTh: B ATOM ciydae IJaBHOE He TIAaHHKOBaTh, O3BOHUTH CaMOMY
POIICTBEHHUKY, €CITA He OTBEUAET, TO MOMBITATHCS HANTH ero Yepes Jipy3ei u 3Ha-
KOMBIX.

B CMC-npochda o momormu. TpeGoBanue mepeBecTd ONMpeAenEHHYIO CYMMY
Ha YKa3aHHbIA HOMEp C MCIIOIb30BaHMEM OOPAIlEHUS «MaMay, «IPYTY, ChIHOKY
U T.0. UTo sienarh: He CIIENnTe NepeBOUTh JIEHbIH, YOeIUTeCh, UTO B HUX JIeH-
CTBUTEJBHO HYK/IA€TCS Balll POICTBEHHUK MJTH 3HAKOMBIH.

B Tenedonnbiii HoMep-rpaduTesth. [InaTHLI HOMEp, 32 3BOHOK Ha KOTOPBIi
O cuéTa CrMChIBAETCS JieHekHas cymMMa. UTo Jienarh: He Nepe3BaHiBaiiTe Ha He-
3HAKOMbIe WIH TpeioKeHHbIe B CMC-coobimeHnsx HoMepa TelepoHOB.

B Boiurpeim B joTepee, KOTOPYH AKOObI HPOBOJUT PaTHOCTAHINA HITH
onepaTop cBA3H. Bac MOTYT MOIPOCUTH OIUIATUT TONLIUHY, HAJOT U T.II., IIepe-
BECTH CYMMY Ha OIpeIeNEHHBIH CUET, COOOIMTh TIPHILEINI Ha TenedoH Ko
Yro sienaTh: He CHEMNTE NEPEBOJUTH JIEHBIU I co00IaTh Kakue-Tu00 JlaHHbIe
o Tenedony. [lozBoHuTe 110 OHITHATBHBIM HOMEpPaM (YKa3aHHBIM B CTIPABOYHH-
Kax, Ha calTax) KOMIIaHHM — OpraHu3aTopa JIOTepeH MiH KOHKypea, yoeuTech B
TOM, 4TO Bac He 0OMaHbIBAIOT.

B [lIrpadHble caHKIUH U YTPo3a OTK/IIOYEHAS HOMepa SKOObI 3a Hapylie-
HHe JIOT0BOpa ¢ OreparopoM Baielt MOGHIIbHOH cBsi3u. UTo jienaTh: NO3BOHHUTE
CaMH CBOEMY OIIepaTopy 1o opUIHAILHOMY HOMEDY, YTOUHHUTE HHPOPMAIIHIO.

B OmmGounnlii mepeBoA cpeAcTB. Bac MOMpoOCAT MepeBecTd SKOObI OIMH-
OOYHO NepeBe/IEHHbBIE CPEJICTBA, a 3aTeM JONONHHTENLHO CHUMYT JeHbrd. UTo
JleNaTh; UTHOPHpPYHTE T07100HbIe COOOIEHHs WM (ecid 3TO TenedOHHbIH pas-
TOBOP) NMOCOBETYHTE /1S BO3Bpara OMUGOYHO NepeBeiEHHON CyMMBbI 06paTHThCS
K OIIepaTopy CBI3H.

MolreHHIYeCTBO ¢ 6aHKOBCKHMH KapTaMu

HanGostee momyssipabie criocoGbl MOIIEHHHYECTBA ¢ 6aHKOBCKIMH KapTaMu:
B CMC-coolmeHre 0 OIOKUpOBKe OAHKOBCKOW KapThl, O HECAHKIMOHUPO-
BAHHOM JIBU/KEHHH JIEHEKHBIX cpenicTB, cMeHe [IMH-koza, okoHUaHMH cpoka

JIeHCTBHS KapThl U T.J. ¢ TPpeOOBaHHEM IEPEHTH 10 CChIJIKE MM MEPE3BOHUTD IO
YKa3aHHOMY TenedoHy.

B TenedoHHbIH 3B0HOK « pabOTHHKA GaHKa» , OTEHITHAIBHOTO «ITOKYIIATENs ©
Hpe/IIoKEeHHeM TIPOHTH K OikaiiieMy GaHKOMaTy W COBEPIIUTL MAHUITYISIIUK
¢ GaHKOBCKOH KapToi Bo m30exaHne KakuX-T100 TIOCIIe/ICTBUH, BHECEHHS aBaHCa
U T.IL
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I[.]'Iﬂ COXPaHHOCTH BallluX CPeaACTB COG.]'I]O}I&fITe OCHOBHBI€ ITpaBIJIa Oe3omac-
HOCTH:

B Huxomy He coobmaiite coii [ITMH-kox, naxe paboraukam Ganka. He BBO-
qute [TMH-kox nipu paGore B ceti VIHTEPHET, OH MOKET MOTPebOoBaThCs TOJIBKO
MOIIIEHHHKAM.

B CMC-cooOIeHns o MPOBOJAUMBIM OTEpaLisM 110 OaHKOBCKUM KapTam pac-
CBUIAKOTCS € ONPEIENEHHBIX KOPOTKUX HoMepoB (COepbank — 900). [l cBszu ¢
GaHKOM HEOOX0MMO HCTIONB30BaTh OQUIMaIbHble HoMepa KonTakTHOrO 1IeHTpa,
yKazaHHble Ha OaHKoBckoi kapre. Ecin B CMC-coolieHnn o GIOKMpOBKe Kap-
Thl, /IBHKEHUH JIEHEKHBIX CPEJICTB YKa3aH Jpyroil Homep, 1Mo KoTopoMy Ipejiia-
raeTcs MO3BOHHUTH, TO 3TO MOLICHHHKH.

B B ciyyae BO3HUKHOBEHHS MpobieM y GaHKoMara, He TPUHUMAlTe MOMOIIh
TIOCTOPOHHKX, TI03BOHUTE B KOHTaKTHLI TIeHTp GaHka Mo TeneoHy, ykazaHHOMY
Ha GaHKOMaTe.

B Ecmu k BaM obparuiuch no tenedony, B HTepHeTe, yepe3 coluaibHbe
CETH MJIH JIPYTHMHU CcHocoGaMy U T0J| pa3iu4HBIMHU MPEJIOTaMHy MBITAIOTCS Y3~
HaTh JIaHHbIE O Balllel GaHKOBCKOM Kapre (HOMep KapThl, TPEX3HAUHBIH KOJ Ha
00OPOTHOHM CTOPOHE KapThl), KO, MPHIIENIIUN Ha Ball MOOHIIbHBIH TenedoH,
HapOJIH UITH IPYTYIO HEPCOHATbHYI0 HH(OpMAaIIHIO, GY/IbTe OCTOPOKHBL, 3TO MO-
IEHHHUKH.

B [Ipu Tenedonnom obIeHHH He COBepIIIaliTe HUKAKUX JIeCTBHI y GaHKOMaTa
TI0 UHCTPYKIUH « pabOTHHKOB OaHKa», €CIU TONBKO JAHHBIH 3BOHOK HE ObLI HHH-
LIMMPOBAH JTUYHO BaMH.

B He nepexoaute 1o cebuikaMm B CMC-coo0IeHusx.

B [Ipu nonyuernn CMC-coollieHnii 0 CHITHU J€HEKHBIX CPEJICTB C Ballei
OaHKOBCKOM KapThl HEMeJIEHHO olpairaiitech B OaHK, OJIOKUPYHTE Kapry.

MolieHHIY€eCTBO B COIMAIbHBIX CETHAX

MoIleHHUKH aKTHBHO MOJB3YIOTCA COLUATIBHBIMHA CETIAMHA W Pa3JIMYHbIMU CEPBH-
CaMH OGH.[CHI/I}I, Harpumep, calTaMu 3HaKOMCTB.

HOHy.]'IﬂprIe €10co0BI MOIIIEHHMYECTBA:

B PacnpocTpaneHHe CCHIJIOK Ha BPEIOHOCHOE IPOrpaMMHOe ofecreye-
HHe, TOpHOTpaduvecKue CaiiThl, MOIIEHHHYeCKHE PECyPChbl H MPUIIOKEHHS.
[Tonp30BaTeny COLMANBHBIX CEeTeH YacTo CTaJKMBAIOTCS CO CHAaMOM, KOTOPBIH
HPUXOJUT K HUM B «JIMYHBIE COOOIIEHUS» OT UMEHH «JIpy3ei» UM HE3HAKOMBIX
HoJb30Bareniedl. 3T0 O3HavaeT, YTO aKKayHThI STHX Jiofel B3nomanbl Kak npa-
U0, CCHLIKIL 8 MAKUX COODUJEHUAX CONPOBONCOAIOMCS 3AGTLEKAIOUSUM MEKCINOM,
nanpumep: «Budena meou pomo, 5 maxoeo ne oxcudara, nocmompu caml..», «B
9IMoil 6aze OanHvlx ecmb 6cs URGOPMAyUs 1Ha 1106020 uerogexay u m.n. Uto Je-
TaTh: HUKO2OA HE Nepexooume no nodo3pumeibiolM ccolikam. [l docmyna 6 co-
YUATLHYIO CeMb UCNONbIVIME YHUKAILHDIL NAPOLb: OH OOIXCEH GblNtb ONUHKbIM,
COCMOaNb U3 Yupp u Aamunckux 6yre. Jlyuuie ucnonbzoeamn pasivle napony O
PasHbix COYUATLHBLX cemeti U Opyeux WHTepHET-cepBUcoB. He noddasatimecs na
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NPU3DIE KO20-MO U3 « AOMUKUCTPAYUL Catimay COOOWUMb 6aUL LO2UH U NAPOTL
100 KakuM-Tu6o npednoeom. Peeyrspro MeHsiTe Tapolb OT COMHATLHON CeTH
(xoTs1 GBI pa3 B MecsIT); ocTeperaiitech MOMEHHHYECKUX CATOB ¢ TIOXOKIMH 10
HamicaHuio Ha3BaHusMu (vkontahte.ru, vkOntalkte.ru u T.4.). D11 «dummnro-
BbI®» CTPAHHIIBI PACCUUTAHBI Ha HEBHUMATEILHOCTD ¥ HA TO, UTO BB CAMH TIPesio-
CTaBUTE MOTIIEHHAKAM CBOM JIOTHH 1 TIAPOITD.

B 3HakoMble He3HAKOMIIBL B colanbHbIX ceTIX ¥ Ha caliTax 3HAKOMCTB MO-
MIEHHUKH CO3AIOT CTPAHHIIbL, T/le YKa3bIBAIOTCS JaHHbIe W pa3Melaorcs GoTo-
rpadui BRIMBINIIEHHBIX Jiofei. C MOMOIILIO 3THX CTPAHUI] OHH 3HAKOMSTCS C
JIPYTUMH TONb30BaTesMi caiita. Co BpeMeHeM MOTIIEHHHWKH BXOIST B JIOBEpHE,
npejiaraoT mepeitu cobeceTHUKY Ha Golee «BmH3Koe» OOIIEHHe W OCTaBISAIOT
cBoit HoMep Tenedona. CaMbiM Ge300HTHBIM MOCIECTBAEM TAaKOTO OBTIeHHs Gy~
JIET TO, 4TO HOMep OKKETCS MIATHBIM U C BAIero CUéTa CIUNTYTCS JeHBTH.

B [Ipocs6bl 0 duHancoBoll moMOIHM, OJaroTBOpHTE/bHBIC aKIHH.
MoIeHHHKH YacTO UCTIONB3YIOT TaKKe TOBO/IbI, TOITOMY, IIPEX/IE YeM [IEPeBEeCTH
JIEHBI'! 71715 TIOMOIIH, YOeIMTeCh, YTo Bac He 0OMaHbIBatoT. O0paTuTe BHUMaHHe
Ha HaJIM4Me HECKOJIbKMX KOHTAKTOB (TeneOHbI, 31eKTPOHHAS OUTa, CTPAaHHYKH
B COLIMAJIBHBIX CETSX), HATUIHE HOATBEP/KIAIOIINX JOKYMEHTOB.

MoleHHIHYECTBO Ha caiiTax 0eCIUIATHBIX 00bABJICHHIT

Pa3mernas oObsBIeHNS, WK TTOKYNAs 4TO-IMO0 Ha caiiTaX OecIiaTHbIX 0ObsB-
TeHult (Hampumep, «ABHUTO» ), OybTe BHUMATEIbHB U OCTOPOXKHBI, TaK KAK MOIIEH-
HUKH OYeHb YacTO MCTIONB3YIOT HX Juis ooMaHa. [Iposmasas 9To-To, BHI kenaeTe Tio-
TYyYUTH TPUOHLTH, HO, CTONKHYBIMHMCH C MOIIEHHUKAMH, MOKETe TIOTepSTh BCEe CBOM
cOepeKeHusL.

Kaxk Bac MoryT o0MaHyTh:

B Omiara WM IpeIoniaTa 3a Bam Topap. OueHb 4acTo 3aHHTEPECOBAHHbIE
HOKYTIATeNd MPe/IaraoT TIPOU3BECTH OIIary (eCiM CyMMa He3HauMTelbHas)
WJIK TIPeJIOIIaTy 3a Balll TOBAp, HO CIENaTh 3TO MOTYT MO KaKUM-JTHO0 MPHUYH-
HaM TOJbKO Ha GaHKOBCKYIO KapTy (HaXOATCS B IPYTOM TOpofie, HeT HaJTUUYHBIX
JIEHET, JIeHbI' Ha PACUETHOM CHETY U T.IL.), HO TIPH 3TOM TpeOYIOT COOOIIMUTh He
TONBKO HOMeP KapThl 1 DHO (Gonbiie 115 epeBojia HUYero He TpedyeTcs), HO |
Jipyrue Janubie. [loMHATE, Y4TO ecii Bac IPpOCST COOOIUTH MPUITE/IIH Ha Tee-
(OoH KojI, IPOTH K GaHKOMATy M COBEPLINTh KaKHe-TO JeHCTBHS, BCTABUB Bally
KapTy (4T00bl, HATPUMED, TIOATBEPAUTD [IPOXOHKJICHHUE T1IaTekKa), COOOIUTL CPOK
JIeHCTBHS KapThl U TPEX3HAYHBIN KOJ Ha 0OOPOTHOH CTOPOHE, TO 3TO MOLIEHHHKH.
[IpekpainaiiTe KOHTAKTHI ¢ TAKUMH «IIOKYTATEISIMIA» |, €CIH YCIENM COOOIIUTD
KaKue-TO JIaHHble, HeMeJJIeHHO ONoKupyiite GaHKOBCKYIO KapTy, MO3BOHMB IO
VKa3aHHOMY Ha Hell HoMepy TenedoHa.

B [Iperomnara 3a mokynaembiii ToBap. [lokynasg uro-nm6o, OyJibTe OCTOPOXK-
HbI, €CIIM BaC MPOCAT NPOM3BECTH MPEOILIaTy. BIIoIHe BO3MOKHO, UTO MOIYYHB
€€, «IIpojlaBelly repecTaHeT OTBeYaTh Ha Balllk 3BOHKH.

B CMC-cooGmenns co cchbliikoii. Ha HoMep, KOTOpbIit BBl yKazanu Mpu My-
OmMKaluy 00bSBIEHHS O IPOJIAKe MITH KeMaHHH YTO-JIMO0 KyIUTh, MOKET HPUit-

15



TH CMC-coollenne ¢ npeiokeHueM ToBapa, OOMeHa M CChLIKOM Ha 3TOT TOBap.
Ecnu BbI Hepedijiére 1Mo ccblUlke, TO 3arpy3uTe Ha CBOM Tene)OH BPeJOHOCHOE
HporpaMMHOe ofectieueHre, KOTopoe TIO3BOITUT MOIIEHHUKAM MONYYHTh JJOCTYII
K BaIlMM GaHKOBCKUM KapTaM.

Eyzu,Te OCTOPOKHBI, €CJIH BaM IPEJIararoT:

B Ha3Barb HOMEP OAHKOBCKOW KapThl, TPEX3HAUHBIN KO/l HA OOOPOTHOMH CTOpO-
He Kaptol, [IMH-kox;

B [IpoM3BECTH MAaHUIYIISINHK ¢ GaHKOBCKOH Kaproit y GaHKoMara,
B cooOuTh IpHILEAINI Ha TenedoH KO,

B [epeBecTd CyMMY JIeHeT (aBaHC, 3aJoT, TOIMIIHHA, HAJOT, OMUGOYHO mepe-
BEIEHHBII TIATEX U T.IT),

B qepeiitu 1o cebuike B MHTepHeTe, B CMC- i MMC-coo0iienun Ha cMapr-
¢omne;

B [103BOHHTH MO YKazaHHOMY B CMC-coolimennn Homepy Tenedona;

B OTnpaBuThH Balll HOMeEp TelledoHa,

B ornpaButs CMC-coollenre Ha KOPOTKHI HOMED;

B Ha3Barb NapoJH OT BAlMX JIMYHBIX CTPAHHYEK B COIMAIBHBIX CETIX.
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NN SALMTA TEXHUYECKHX YCTPOACTB
—— U1 BPETIOHOCHbIX MPOTPAMM

oococo-o-c-0=
©o--oc-o-cm0o-0=0
o—o-oco
co0o—0-0coO0-0OC-00-00—0CO=0=
cocco-=o=o=o=
cooo=amo=0-
CO—mOmO—o—O—s—
ccec=o-e
—cooc-coe
B L Y L DL LR TS S
P00~ O00O-000-00

1
0
1
¢
0
1
¢
0
1
¢
0
1
0
0
o
1
2
0
o
1
o
1
1

L L L Py
B N Y T
oo-ceo-—co-co~o-=ne
- OONOOO-C0OO-000=00-
co-ooo-—00=00=0=06

4.1. IlonsiTHE BPEIOHOCHOIH NPOrpaMMbl

OpnHolt 13 HanGolee aKTyaIBHBIX MPoOeM IpH pabore B ceTi VIHTEpHET sSBIIseT-
s OMACHOCTD 3apaKeHHs BALIEro TEXHHYECKOro YCTPOHCTBA (KOMIIbIOTepa, cMapTdho-
Ha, IUTAHIIETA) BPETOHOCHBIMH IPOTPAMMAaMH.

Bpenonocnasi nmporpamma («Bupyc») — moboe mporpaMmHoe olecrieueHue,
IpeIHA3HAYCHHOE IS OMYYCHHS HECAHKIHOHIPOBAHHOTO JOCTYIIA K BHIYHCIUTEIb-
HBIM PEcypcaM TEXHHYECKOTO YCTPOICTBA MM K HH(OPMALINK, XPaHHMOIl Ha HEM, ©
IeIbE0 HECAHKLMOHUPOBAHHOIO UCIOMb30BAHUS PECYPCOB TEXHHUESCKOIO YCTPOHCTBA
WIN IPHYMHEHHS Bpeaa (HaHeceH s yiepOa) Biaaenbiry HHGOpMAIU 1/HIH BIaelTb-
1y TEXHUYIECKOro yCTpOﬁCTBa HyTéM KOMUPOBAHUA, UCKAXKCHUS, YAAICHUS WIH MOA-
MEHBI HH(OPMALIIH.

TTpuunHBI CO3MAHUS «BHPYCa» MOTYT ObITh CAMBIMH Pa3HBIMH — Pa3BJICUCHHE,
HE3aKOHHOE IONyueHne MPUObLIH, Kpaka aKKayHTOB COLMANBHBIX CETAX M T.J1. Baxk-
HO MOMHUTB, YTO HE3ABUCHUMO OT LCJIK CO3AATCIIA Bpe[lOHOCHO;I porpaMMsl, Ka)l(,[l,blﬁ
BHPYC MPEICTABIAET CYIIECTBEHHYIO OACHOCTh U JTF0O0TO U3 BALIMX TEXHIUESCKIX
YCTPOWCTB.

Hu B koeM Ciydae Helb3s CUUTaTh, 9T0 3Ta IpodieMa He KacaeTcs Bac. JKeprsoif
BPEIOHOCHOM MPOrpaMMbl MOJKET CTaTh Kax/bIA.

4.2. Busbl BpeAoHOCHBIX MPOrpaMM H OCHOBHBIE croco0bl HX pacnpocTpa-
HeHHsI

B nacTosiee Bpemsi BbIIeJIeHbI CJIEAYIOIIHE 0CHOBHbIE BU/IbI BPEIOHOCHBIX
nporpaMm:

®aiinoBbie BUPYChI

Jo pacmpoctpanenus B cetit IHTepHeT JaHHbIH THII BHPYCOB ObLT Hanbomee ya-
cT0 BeTpeuarolumest. Paiiioble BUPYChl 3apAKAIOT UCTIOMHAEMbIE (HaiIIbl PasIMUHbIX
OMepauoHHbIX cucTeM. B Haubonee pacmpoctpaneHHoi Ha ceromus OC Microsoft
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Windows 3To ncnonHsiemble (aiinbl (paciupeHus .exe, .com), TMHaMHudeckue GUOIHo-
Teku (.dll), komangHbIe Qaiinsl (.bat), KpaiiBepbl YCTPOHCTB (.Sys) U (aiiibl clieHapreB
(cxpunTbl). DaitoBbIi BUPYC 3allMChIBACT CBOH KOJI B «TENO» MopakaeMoro ¢aina u
Hpu o0palieHny K HeMy OIepalliOHHON CHCTEMBI NepexBaThiBaeT YIpaBieHne, nocie
Yero MOXKET COBEpIIaTh pasivvHble BPEJOHOCHBIE JEHCTBUS: KOMMPOBAaTh CBOM KO
B Jipyrue aiiiibl (pa3sMHOXKAThCA), CTUPaTh Apyrue ¢aiiibl, HCKaxKaTh JaHHbe U T.JI.
[Tocne BbIMONHEHUS CBOEro Habopa JeHCTBUH BUPYC HepejiaeT YIpaBlieHue JIpyTriM
HporpamMmam, 1 NOJb30BaTellb MOKET JlaKe He 10j103peBars, uTo Ha ero [IK mpowncxo-
JIUT KaKag-TO JeCTPYKTHBHAS JIeATebHOCTb.

3arpy3o4Hbie BUPYChI

Bupycbl 31010 THIIA HOpaXatoT 3arpy30uHsie cekTopbl (boot-obnactu umm Master
Boot Record) 3arpy30unbIX YCTpOMCTB (3KecTKWX AWCKOB, aucker, flash-npaiisoB).
Bupyc (boot-Bupyc) 3amensier coboi 3arpy30uHbIH KOJl, KOTOPBIA BBIIOIHSIETCS TPH
BKITIOYEHHH KOMIBIOTEPa M TaKUM 06pa3oM ToMyvaeT yIpaBleHHe elne J0 Herocpes-
CTBEHHOTO 3aIlycKa OMepallMOHHOHW cucreMbl. [lonyunB yrpaBieHHe, BUPYC MOXKET
HPOU3BOJIUTH pa3ivvHble IeHCTBHS — HAlIPUMeEp, 3arpy3uTh CBOM KOJI B ONEPaTHBHYIO
HaMsITh. PasMHOKaETCS BUPYC 3aIMCBIO B 3arpy304HYI0 0071acTh JAPyrHX Hakonureeit
KOMIIBIOTEPA.

MakpoBupychl

Makpoc — B IpHUHIMIE, TOXKE MCTONHSEMbIH (aiin, KOTOpbIH, ofHaKo, pabo-
TaeT TONBKO B CBOEH NpOrpaMMHON cpefle — HampuMep, B npuiokeHusx Microsoft
Office. Maxposupycsl nopaxkatone aokymeHTsl Microsoft Office u snsiorcs Hau-
Gonee pacrpocTpaHeHHbIME. OHM HamucaHbl Ha s3bike Visual Basic, kotopbiii Hc-
nofb3yeTcs B mpunokeHusx cemeiicrsa Office. Bupyc zamucroipaer cebs B DOT-daiirn,
B KOTOPOM cojlepsKarcs Bce TIobalbHble MaKpPOChl, YacTh M3 KOTOPBIX OH TOJMEHSET
coboii. [locne sToro Bee aiinbl, coxpaHeHHble B TpUIckeHHH (Hampumep, Excel),
yke OyayT cojepxkarh Makpoupyc. Ilpu 3amycke 3apakeHHOrO Makpoca BbINOJ-
HSFOTCSL Pa3IMuHble BPEJOHOCHBIE JSHCTBUS C JIaHHBIMHU (MCKaKeHHe, Y/aJeHHe).
KoHeyHo, 3TO jalleko He MOJHBIA IepeueHb BHUJIOB KOMIIBIOTEPHBIX BHPYCOB.
Kiaccuuruposars UX MOKHO M IO JPYTHM MIPUHIMIIAM, HAIIPUMED, O Crocody 3a-
PasKeHHS MM 110 aJITOPUTMY JielcTBUS. TeM He MeHee HaM KakeTcsl, 4To /i 6a30BOro
HOHSTHS O KOMITBIOTEPHBIX BUPYCAX IPUBEICHHOW HHPOPMAIIHH JOCTATOUHO.

CeTeBble 4epBH (WOrms)

OcHoBHast 0COOEHHOCTh 3TOTO THMA BPEJOHOCHBIX TIPOTPaMM — pPaclpocTpa-
HEHHe Yepe3 KOMIBIOTEPHBIE CETH, YMEHHE MCIIOJIb30BaTh CETeBble MPOTOKOJIb Hepe-
Jauu faHHbIX. Hamnbonee pacnpocTpaHeHHBIM BHIOM CETEBBIX 4YepBel SBIAIOTCS I10-
4TOBbIE UepBH (e-mail worms). 3apa3uThcsi UMK MOKHO HPH OTKPBITHH TIPHIOKEHUS K
3NIEKTPOHHOMY MUCHMY € YePBEM HJIM HpH Hepexozie 1o html-ceblike, MpuBeeHHON B
JIAHHOM TTHChMe. 3a4acTyIo ToNb30Barenel MoGy:K1atoT HeoOyMaHHO OTKPBIBATh MPH-
TIO/KEHUS TIHCEM MM MHTEPHET-CCBIIKH B ITMChMaX.

[Ipu aKTHBM3AIUM KOZIA YePBS IIPOUCXOUT €r0 Pa3sMHOKEHHE — HAUMHAETCS pac-
ChIJIKA 4epBS 10 JIPYTHM ajipecam 3JIeKTPOHHOH TOUTHI ¢ 3apPAKEHHOIO KOMIIBIOTEpA.
Jlnst onpefieneHus CriMcKa aJ[pecatoB YepBb MOKET MCIIONB30BaTh aJPECHYIO KHUTY
HPOTpamMMBbl — IIOYTOBOTO KIIMEHTA MIIH JlasKe CKAaHUPOBaTh (haiiiibl Ha JKECTKOM JIHCKE B
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HOUCKaX ajipecoB e-mail GyayIux xkeprB. B HacTosuii MOMEHT TOSIBUJIMCH CETERbIE
YepBH, KOTOPble MOTYT PACIIPOCTPAHATHCS M uepe3 CIyKObl MTHOBEHHBIX cO0bIIeHH i
(MHTepHET-TeHKepbI ), HanpuMep, Takue kak [CQ.

Tposnsl (Trojans)

OJiMH U3 caMbIX OMAcHBLIX THIIOB BPEJOHOCHBIX TPOTpamMM Ha cerofHs. TposHb!
— 3TO BPEJIOHOCHBIE MPOrPAMMBI, KOTOpble OOBIMHO MAaCKUPYIOTCS MO Kakoe-THGo
6e3001IHOE TIPOrPaMMHOE TIPHIIOKEHHE: BIOBEPHI KAPTUHOK, CKPHHCEHBEPDI, IMCKO-
BbI€ YTHJINTHI, OGHOBJICHHE ONIEPallHOHHON crcTeMbl U T.J1. [lonas o6MaHHBIM ITyTeM Ha
KOMIIBIOTEP JKEPTBBI, TPOSIHBI B 3aBHCUMOCTH OT CBOETO HA3HAYEHHS MOTYT BBIIOIHAT
Pa3UYHbIE IeHCTBHS: 0GeceunBaTh 310yMBIILIEHHUKY BOSMOKHOCTh YAAJIEHHOTO 8-
mMuHHcTprpoBanus 11K jkepTBbI, BOPOBATh MONB30BATENIbCKHE MAPOIH OT Pa3THUHBIX
CEePBUCOB (B TOM HHCIE U KOMMEPUYECKHX), HECAHKIIMOHUPOBAHHO CKauMBaTh KakHe-
160 daiiisl 1 T.1. ¥ T.I. MHOrIa 0 NPUCYTCTBHY TPOSHCKOH MTPOTPaMMbl MOJKET CBHJIE-
TeJbCTBOBATH HeoObIuHOE TIoBezieHMe [1K: caMonpor3BoIbHO pacKphIBAOIINECS OKHA,
3aBUCAHNSL, 3aMETHOE 3aMeIIeHHe CKOPOCTH paboThl KOMITBIOTEpA.

[TporpaMmebl 1151 B3/10Ma (XaKepCKHeE [TPOTrpaMMBbl)

CymecTByer elle 1eNblid KIace MporpamM, KOTOpble He YIPOKaroT Herocpes-
CTBEHHO KOMIIBIOTEPY, HA KOTOPOM MCHOJHAIOTCS, a UCTIONB3YIOTCS JUISL aTaku Ha Jpy-
THe ceTeBble pecypchl uim B3oMa. [TogpobHO OHM OMKCaHbI B BUPYCHOM SHIMKIIONE-
Jun Kacrepckoro.

OCHOBHBIMH CTI0COGAMHE PacPOCTPAHEHHS BHPYCOB SIBJISIOTCA:
Hureprer

I'noGanbHas MHGOpMaIMOHHAs ceTh IHTepHET Ha CEerojHSAIHMUA JIeHb SBIISeT-
Cs1 OCHOBHBIM MCTOUHHKOM PAcIIPOCTPAHEHH S BCeX BHJIOB BPEIOHOCHBIX IPOTPaMM.
Hmenno nosromy mipu padore B MIHTepHeTe HEOOXOIUMO VJIENIATh GOlbIlle BHUMAHUS
BOIIpocaM Ge3011aCHOCTH.

Bupyc MokeT normacth Ha Ballie TEXHUIeCKoe YCTPOUCTBO TIPH CIIEAYIOMUX 00-
CTOSTENbCTRAX:

- TIPY TOCEIeHHH caiiTa, CoflepKalllero 3I0BPeIHbIH KO,

- TIPY CKAYMBAHUK BPEFOHOCHBIX IPOrPAMM, MACKHPYIOIMXCS TOJ] Pa3IMuHOe
HpOrpaMMHOE 00ecIIeyeHHe;

- TIPY CKAUMBAHUHK Uepe3 peer-to-peer ceTh (HapuMep, TOPPEHTHI).

OJIeKTPOHHAS TI0YTa

JlocTaroyHo 4acTo MOYTOBBIE COOOIIEHMS, MOCTYNAOMUE B MOYTOBBIH SIIMK
HOJb30BaTEN, UCTIONB3YIOTCS I PACHpOCTPaHEHHs BPeJOHOCHBIX Iporpamm. [1pu
OTKPBITHH TAKOTO ITMChMa 1 TIPH COXPAHEHUH Ha JINCK BIOKEHHOTO B MCHMO (atina Bbl
MOKETe 3apa3uTh JIaHHbIE Ha BallleM KOMITbIOTEpE.

Buremnne HocuTes i mHGpOpMan

He cekper, uto s nepeadd HHPOPMAIUN MO-TIPEKHEMY IMHPOKO UCIIONB3Y-
oTCS 1UQPOBBIE JAUCKH, PA3HOOOPa3HbIe KAPTHI MAMSTH U JIPyTHe BHEITHHE HOCUTENH
undopmanuu. [Ipu pabore ¢ HUMH Taioke HEOOXOIMMO TOMHHTH O G€301aCHOCTH — 3a-
HycKast Kako#-m6o ¢aiil, pacronokeHHbIH Ha BHEIIHEM HOCHUTENe, BbI MOXKETE MO-
Pa3uTh JlaHHbIE Ha BallleM TEXHUYECKOM YCTPOMCTBE BUPYCOM H, HE3aMeTHO s ceds,
PacrpoCTPaHUTh BUPYC HA JIUCKU BAIlEro KOMITBIOTEPA.
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Ysa3BumocT B nmporpaMmMHOM obecrieueHnn

Tak Ha3bIBaeMbIe «JIbIPBI» (SKCILUIONTHI) B IIPOrpaMMHOM 00eCTIeUeHHH SBISIOTCS
OCHOBHBIM MCTOYHHMKOM XaKepCKHX araK. Ys3BUMOCTH IO3BOJISIIOT TOMYUYHTh Xakepy
y/laJIeHHbIH IOCTYII K BalleMy KOMITbIOTEPY, a Clie/IOBaTelbHO, K BaIllM JIAHHBIM, K JI0-
CTYITHBIM BaM pecypcam JIOKAJIbHOH CeTH, K IPYTUM UCTOYHHKAM JTUYHON WM KOHH-
JIeHIMaIbHOM HH(OpMAaIHH.

4.3. IlpopunakTika

BakHeHImiM cpeicTBOM 3allUThl TEXHMUECKUX YCTPOUCTB OT BO3/IEHCTRHS Bpe-
JIOHOCHBIX IIPOTPaMM SIBILsIeTCs TTPOdUIaKTHKA. BOT HECKOJIBKO IIPOCTHIX COBETOB I10
ee [IPOBEIEHHMIO:

B BaXHO MOJb30BATHCS TOJNBKO JHUIEH3MOHHBIMU HPOrpaMMaMH U Ollepaliy-

OHHBIMH cHcTeMamy. Jlio0as HeNuIeH3HOHHAs MporpaMMa — IOTeHIIHalbHAs

yrpo3a Jii1s 6e30NacHOCTH Balllero TEXHHYECKOTO YCTPOMCTRa, T.K. OHa MOXKET CO-

JlepiKaTh paziudHbIX «BpeauTeneity. Ecim npuoOpecT THIIEH3HOHHYIO BEPCHIO

HpOrpamMMbl BaM TIPe/ICTaBIAETCs MPOGIeMaTHYHbIM, CTOUT 3a/yMarbest 00 uc-

THOJIb30BaHHH GECIIIaTHBIX aHAJIOTOB.

B Heo6xoguMO MPOBOJMTH PEryIsipHble OGHOBIEHHS IPOrpaMMHOTO obecrie-

ueHus. Kaxias HOBas BepcHs NMPOrpaMMbl CTPEMHTCS UCTIPABUTh YS3BUMOCTH

Hpe/IbLIyIel BEPCHH, TeM CaMbIM JieNias Ballle TeXHHYECKOe YCTPOHCTBO Golee

3AIIUIEHHBIM OT HETaTHBHOTO BMEIIATEbCTBRA.

B Camoe IVIaBHOE — UCTIONB30BATh CIIelMAJIbHbIE CPEJICTBA 3allTUTHI, TAKHE KaK

aHTUBHpYC U (aliepBoi. LIMeHHO /1Ba 3THX KOMIIOHEHTa BO MHOTOM 00ecreurBa-

10T 6e30MAaCHOCTD Balllerd TEXHHYECKOTO YCTPOHCTRA.

AHTHBHpYC, KaK U BCE OCTAlIbHOE HUCTIOIb3yeMOe BaMK MporpaMMHoe obecrieve-
HHe, JOIKeH ObITh JIeraldbHbIM M IOCTOSHHO OGHOBIATHCS. B IPOTHBHOM cilydae OH
BPSL /M 00ecIeunT Ha lIeKaIY IO 3alIUTY. DTO CBI3aHO C TeM, YTO KaK/Iblit aHTHBUPYC
UMeeT cOOCTBEHHYIO a3y BPEJOHOCHBIX [IPOrpaMM, KOTOPbIE OH yMeeT paclo3HaBaTh
— cBoeoOpasHbIil «upHbIi crrcoky. K coxkanenuto, KOMMYECTBO BbISBISIEMbIX BPEO-
HOCHBIX ITporpamMm B mMupe 3a 10 et yeenuuunock B 208,3 pasza u npesbicuiio 300 Thic.
B cyTku'. IloaToMy BakHO CBOEBpeMEHHO OGHOBISTH AHTHBHPYC, BE/b MHAYE OH HE
Pacro3HaeT BUPYC 1 IPOIYCTUT €ro Ha Ballle TEXHHYECKOe YCTPOICTRO.

To sxe xacaercst u QatiepBona. 310 cHelHalbHbIH QUILTD, KOTOPBIH KOHTPOIH-
pyeT JocTyll K VIHTepHeTy ¢ TOro Uik MHOTO yeTpoicTBa. Bo-TepBbIX, oH MoxkeT 6110-
KHPOBaTh MOMBITKA BUPYCOB MOKIIIONATBCS K CETH € Balllero koMibtorepa. Harmpumep,
Melarh 60Ty 00IaThCs CO CBOMM XO3SMHOM. BO-BTOPBIX, OH 3HAeT, y KaKux caiToB
XOpolIas penyTalys, a KakuM JIOBepsTh He CTOUT. «HepHble» U «Genbley CrMckH daii-
€pBOJIa, KAK ¥ AaHTHBHPYCa, IOJLKHBI ObITh CBEKUMH. TOr/ia OH cyMeeT BOBpeM:I OCTaHO-
BHTb BAC, €CJIH BbI cobeperech MepeifTu Mo Mo03pUTENIbHOM CChUIKE.

OjiHaKo OIIpesieliaTh 3apakEéHHbIe caliThl HaBepHsiKka (aiiepson He ymeer. Ilo-
9TOMY /IS TapaHTHH Gonbliel 6e30MacHOCTH MOKHO YCTAHOBHTB JIOTIONHHTEIbHbIE
CEPBHCHI, KOTOpbIe ObI GIOKHPOBATH TTepeXoibl Ha onacHbie cTpanuiibl (Google Public
DNS, fnnexc. DNS u jp.).

1. https://rns.online/it-and-media/Kolichestvo-viyaviyaemih-kompyuternih-virusov-v-mire-
2a- 10-let-viroslo-v-200-raz--2017-04- 18/
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WHTEPHET W PEBEHOK.
MAMATKA POLIUTEJIH
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5.1. Bam peGenok B KAGepmpocTpancTBe

Henp3g ciioputh ¢ TeM dakToM, uto ceTh MHTepHET MpeocTaBiIser COBPEMEHHBIM
JIETSM OTPOMHbIE BO3MOKHOCTH /TSl PA3BUTHS, 00YUCHHS, BAPTYaJIbHOTO OOIIEHHS CO CBEp-
CTHUKAMH, TIONYUSHHIO BaKHON HHPOpMAIMK 06 OKPYKAIOIIEeM HX MUpE.

OrBeyast 3roMy 3arpocy, B Cetu Gblil cO31aH TAKOH CETMEHT, KaK «ieTckuit UnTepHe™
— COBOKYNMHOCTh OOYUAIOIIMX M Pa3BICKATENBHBIX CAHTOB, MPETOCTABISMIOMNIX IHPOKUE
BO3MOKHOCTH /ISl TIOJIE3HOTO M YBJIEKATEIBHOTO BpEeMSIIPENpoBoAyieHUs. Ha Takux mio-
IMaJIKax JI€TH MOTYT CBOGOIHO OOITATHCS CO CBOMMH POBECHUKAMM, UIPATh B UI'PbI, YATATH
CKa3KH M CMOTPETh MYIBT(UILMBI.

Bwmecte ¢ TeM cleiyeT IOMHUTD, YTO B GOJIBIIMHCTRE CTyyacB UHTEpHET — IaJIeKo He
camMoe MOAXoyIsIIee MecTo Ui peGeHKa.

[TocToSHHO pacTeT KONMYECTBO HETATMBHBIX MHTEPHET-pecypcoB. Tak, 3a mepuon
2016 — 2017 rr. 8 Poccuu Obuio 3a0nokupoBano Gomee 3000 caliToB, Ha KOTOPBIX cofiep-
JKaMMCh SKCTPEMUCTCKUE Marepuanbl. 110 JTaHHBIM aMEpUKAaHCKOTO HCCIET0BATENbCKOTO
nentpa TopTenReviews, 12% Beex caiitos (24,8 MIH) colepikaT MaTepHAIBI TSl B3POCIBIX.

[ToMuMO 3TOTO, TIOABISIOTCS M HOBBIC HHTEPHET-YIPO3BL. JIeTH, HacTO He 3a]1yMbIBa-
SICh, PACCKA3BIBAKOT CBOMM OHJIAHH-ZIPY3bSIM, 71 OHHM KUBYT HIIM 10 KaKOMy Tpadpuky pado-
TAIOT UX POFUTENH, OTIIPABISIOT joporocTosiimue SMS MOIEHHUKAM M YacaMu CHJIIT B CO-
IHUAJTbHBIX CETAX, YTO HE MOKET HE CKA3aThes HA MX ICUXMYECKOM M (PU3MUECKOM 3710POBBE.
Kpowme Toro, B nocienHee BpeMs yHacTUIIMCh CITy4au MPeciie/IOBaHUS U 3allyTHBaHus JeTelt
uepe3 paziMiHble HHTePHET-cepBUCchl. 110 TaHHBIM HECKONBLKUX OMPOCOB, B CPETHEM KakK-
JIbIi BTOPO# MOZIPOCTOK CTANKUBAJICS € YHIKESHUAMH M ocKopOneHusivu B Cetu.

JIroGoit pojtuTelh IOMKEH CO Beel BHUMATENbHOCTBEO OTHOCHThCS K JIAHHOM 1podiie-
Me 1 ofecneunTh cBoeMy peGeHKy Ge301acHOe HCeTONb30BaHuE ceTd FIHTepHeT.
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5.2. Bo3aMokible YIpo3bl 1718 Bamiero pedenKa

Kak mbI yxe cka3anu panee, HTepHET CONEp/KUT pas/IMUHbIE YTPO3bL, ¢ KOTOPHIMH
MOXKET CTOJIKHYThCS Baml peGeHok. IperaracM BaM O3HAKOMMThCS ¢ Hambolee pacipo-
CTPAHEHHBIMH M3 HUX HA JIAHHDBIH MOMEHT:

1. KonTenTHbBIE pHCKH

KoHTenTHbIEe pHCKH CBS3aHBI ¢ TIOTpeOieHeM HHPOpPMAITH, KoTopas myGInKyeTcs
B VHTepHeTe U BKMIOUaeT B ceOs HE3aKOHHBIN U HeMpeHAHAUCHHDIH /T eTel (Hemomo-
OatoIIuii) KOHTEHT.

e  Henopo0arommii KoATEHT

B 3aBHCHMOCTH OT KYJIETYPBI, 3aKOHOJATENLCTRA, MEHTATUTETA U Y3AKOHEHHOTO BO3-
pacTa corfacus B CTpaHe ONpe/ieseTcs TPyIa MAaTepuasioB, CHMTAOIIMXCS Henono0ato-
mume. HenonoGaromuil KOHTEHT BKIOYAeT B ce0s MaTepualibl, cofiepykallue: HACUIINE,
SPOTUKY M HOPHOTpaduIo, HEICH3YPHYO JIEKCHKY, HHDOPMAIIUIO, PABKUTAIOIIYI0 PACOBYIO
HEHABUCTD, TPOTIATAH/TY AaHAPEKCHU U OYJTMMUH, CYMIIU/IA, A3aPTHRIX UTP M HAPKOTUUECKUX
BEIIECTB.

e  He3zakonnpli KOHTEHT

He3axoH bl KOHMEHIN — 9110 KOHMEH, HAPYULAIOWUT MeCmHble, DeCUOHANbHbIE 30-
KOHbL U MOPATLHO-IMUUECKUE NDUHYUTIDL.

B Poccuiickoit Oefepanyu o1 JaHHOE HOHSTHE TIOMaat0T MATEPHATIbI CEKCYaTbHOTO
XapakTepa ¢ Y4acTheM JieTell M NoPOCTKOB, IOPHOTpadUueCKUil KOHTEHT, ONUCAHMS HACH-
TS, B TOM YHCIIE CEKCYAIbHOTO, BKCTPEMH3M M Pa3KUTaHUE PACOBOH HEHABUCTH, IIPU3BIBEI
K CYMIH]TY, MaTEpHaibl, PACIPOCTPAHSIOMUECS ¢ HAPYIICHHEM aBTOPCKUX TpaB, HHPOpMa-
Hs 0 criocofax MpUOGPETEHHS UK U3TOTOBICHHS HAPKOTHUECKHUX BEITECTB.

2. DneKTpoHHAA 0€30MACHOCTD

Prcku, cBA3aHHbBIE ¢ MEKTPOHHOM 6€30TaCHOCTBI0, OTHOCATCS K PasTHIHON Kudepyie-
SATENLHOCTH, KOTOpast BKIIOYACT B cebs: pasrialerue MepcoHatbHoM HHOPMATIHH, BBIXOT
B CeTh ¢ JIOMAIITHETO KOMIBIOTEPA ¢ HI3KHM YPOBHEM 3aITHTHI (PUCK TOTBEPTHY THCS BUPYC-
HOIf aTake), OHJIAMH-MOTEHHHUECTRBO 1 CTIaM.

¢  Bpenomocnbie MporpaMMepl

Bpedonocnuie npozpammsl — 3mo npopaMMbL, HE2AMUGHO 6030€TiCMEYIoujUe Ha pa-
oomy romnviomepa. K HuM OMHOCAMCS BUDYCH, POSDAMMbI-UNHOHbI, HENCELAMELBHOE De-
krnamnoe 110 u paznuunvie Gopmvl 6pe00HOCHbLX K0O08.

e Cmam

Cram — 9mo Hexceramenvibie MEKMPOHHbIE NUCLMA, COOEPIHCAULUE PERTAMHBIE MA-
mepuansl. Cram 00po2o 06xo0umces 018 NOTYLAMENs, MaK KAk NoLb3064mets Mpamum Ha
HOTYueHe GOLLULE20 KOTUYECTNBA NUCEM C60E GDEMS U OWIAYeHNbIN UHMEDHEM-MPADUK.
Taxoice HENCERAMENBHAS TIOYINA MOXCEN COOEPICAMb 6 GUOE CAMO3ANYCKAIOUUXCA GILONCE-
HUil 8PEOOHOCHIE NPOSPAMMDL.

¢ KnGepMomennaIecTBO

Kubepmowennuuecmso — 3mo 00un u3 61006 Kubepnpecmynienis, yensio Komopo2o
AGAEMCA 0OMAH NOTb306ameneii. Xuuyenue KonGUOeHUaT,HbIX OAHHBIX MONCEM NPUGECTI
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K TMOMY, UMO XaKep HE3AKOHHO NOAYUaem 00CMYN U KAKUM-IHO0 06DA30M UCHIONbIYen -
HYI0 UHPOPMAYIIO NOAB30EAMENS C YeNbI0 NOLYUUND MAMEPUALLHYIO NPUObLTS.

KoMMyHHKAIMOHHBIC PUCKH CBS3AHDBI € MEKITMYHOCTHBIMA OTHOIEHUSMY HHTEPHET-
TNOB30BATENEH] 1 BKITIOYAIOT B ¢e0s KOHTAKTHI IIEAO(HIIOB € IETHMH M KHOEpIIpecie/IoBaHuS.

e  HesakonHblii KOHTAKT

Hezaxonnutii KoHMAKM — 3mo 06uenie MeNCcoy 63pOCIbIM i PEBEeHKOM, NPU KOMOPOM
63POCTbLIL MbIMAEMCs YCMaHOGUMb 60iee ONU3KUe OMHOULEHUS ONS CEKCYANbHOM IKCANYa-
mayuy pebenxa.

e  KnGepupecienopanns

Kubepnpecnedosanue — 3mo npecnedoganie 4eno6exa coobuyeHusImy, co0epHcaui-
MU OCKOPOTeHUS, G2DECCUi0, CEXCYAIbHbLE QOMOAMETLCMEH C NOMOUSHIO UHIMEDHEM-KOMMY-
Huxayuit. Takoce xubepnpecnedosatiie MoNCem NPUHUMAND MaKue Qoprbl, Kak 06MeH iH-
Gopmayueil, KOHMaKMaMi uny U306PANCEHUIMI, 3GNYSUBGHIE, NOOPANCAHIE, XYTUSAHCTIEO
(unmepHem-mponiine) 1 coyuanvroe botixomuposanie.

[punoxenne: pe3ybTaThl ILJIOTHOTO OHAMH-0Mpoca 10 ITpoblieMaM Ge301acHOCTH
HHTepHeTa s ieTeit 1 mopocTKoB, poseeHHoro Jluroit 6ezomacHoro Uarteprera (Mapt
— utonb 2017 rona)

[IponienT oT
[Iponent ot poit
00IIero uncia
Butbl uHpOpMATIMOHHBIX YTPO3 obimero wwcia OMHHAHWI
P yip YIOMUHAHUA i

CpeJu TICTIaroroB

CPENIU pOTUTENCH
P POt 1 IICHXOJIOTOB

[loGysxkmenne K CyMIuy, TPyIibl
1 | cmepru, urpsl THA « CHHAT KATY, 20,8% 20,3%
«Tuxuit JoM» | T.IL

MaTepI/IaJ'ILI CO CIICHaMM HaCHJIM,

2 | *eCTOKOCTH, arpeCCUBHBIM MOBEICHUEM 17, 7% 15,9%
A T.L.

3 Martepranbi HpOTHUECKOTO COMIePKAHHSI, 13.3% 12.5%
noprorpadus

4 Marepranbi 0 HAPKOTHKAX, 10.5% 9.5%

TNICUXOTPOIMHBIX BEMECTBAX U T.II.

Bopeuenue B SKCTPEMUCTCKUE U

5 | TeppopuCTHYECKUE TPYIIIBI, CEKTHI U 10,0% 13,9%
T.I.
6 JlemoHcTpanus ynorpebieHust 6.4% 6.4%

AJIKOr'OJIA, TabaKa M T.IL.

7 | Pexnama, B TOM UHCIIE CTIaM 6,3% 3,6%
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8 | BpenHbie OHNaliH-UTPhI 4,2% 3,3%

BOpOBCTBO, MOHICHHHAYECTBO C

9 | moMoIBI0 OHNANH-TEXHONOTHI, 2.7% 1,5%
KuOEpIpEeCTYITHOCTh
10 CioKeThl O BoMHAX 1 KaTacTpodax B 22% 1.0%
HOBOCTSIX M T.IL
1 Bpannast petn, HeleH3ypHast 1 1.3% 1.0%
CHWJKEHHAS JICKCHKA M T.IL
12 | Jpyroe 4,6% 11,1%

5.3. KimoueBbie mpodsteMbl o0ecniedeHns 0e30MacHOCTH

Ha JTAHHBIA MOMEHT MOKHO BBIIEMTH HECKOJBKO KIIFOUEBBIX HpOGJ’ICM, KOTOpLIE
MOT'YT cAi€Jiarb UCII0JIb30BaHUEe peGeHKOM I/IHTepHCTa HeGesonacHbIM. K HUM OTHOCATCSL:

HeocBenoMIéHHOCTD eTeil

HecoMHEeHHO, MMEHHO 3TOT MOMEHT SBJISETCS KIIIOUEBBIM MPH 00eCIeueHHH HH-
TepHeT-0e30MacHOCTH Jleteid. PebeHok Oyner Bectu cebs B MHTepHETe Topaszno Gonee
OTBETCTBEHHO, €ciii Oy/IeT HMeTh BepHbIE IIPEJICTABIEHHS O BOSMOKHBIX PUCKAX U T0-
CIIEJICTBUSIX CBOMX JIeHCTBHIA. PojiuTe MOTYT BO MHOTOM ITOJIOKHTBCS HA pasyMHOE
OTHOIIEHHE cBOero pebéHka K CeTH, eciid OHU YBEPEHBI B TOM, YTO OH 3HAET, 4To Jjle-
naet. OiHAKO HaJI0 TIOHUMATh, YTO 3TO OTHOCUTCS JIHUIIb K JICTSM, JIOCTUTLINM OIIpejie-
JEHHOTO BO3pacTa, M COBCEM He 03HAYAET, YTO POJUTENH, YUHTEN UK ONEKYHbI MOTYT
HOJHOCTBIO CAMOYCTPAHUTHCS OT BOIPOca Ge3011acHOCTH peGEHKa.

HeocBenoMIEHHOCTD B3pOCIIBIX

K coxanenuto, jaxe MHOTHE POIUTENH, OIIEKYHbI HE UMEIOT TIOJHOTO TIPeICTaB-
JIeHHs O TOM, KaKMM pUcKaM Tiozigepraercs uxX pebéHok B Cetu. HeocBeoMIEHHOCTD
BapbUPYETCS OT HEJIOOIEHUBAHHS PUCKOB JI0 YPE3MEPHOH OIEKH U MAHWUKH, CIIPOBOIIH-
POBaHHOI TpeBOXKHbIMU cooliieHnsiMiE B CMU. O6e kpaliHOCTH 1aryOHbI, B3pocIibie
MOTYT 30 deKTHBHO 3aluIaTh pedEHKa UMb B TOM Clydae, ecli HMEIOT MOJIHoe |
BEPHOE TIpejicTaBIeHre 00 OHIaHHOBBIX PUCKAX I UX JIeTel.

He}:[OCTaTO‘IHaﬂ TEXHHUYCCKAA I'PAMOTHOCTD B3POC/IbIX N }IeTeﬁ

HecMmoTps Ha TO 4TO MHOTHE JIeTH GBICTPO OCBAUBAIOT HOBBIE TEXHONOTHH H MPO-
IpaMMBbl, He MHOTHE U3 HUX 03a004eHbl COOCTBEHHOM 0e30MacHOCThIO. PeOEHOK MOKeT
OTKITIOYUTH aHTHBU PYC, (paliepBOI WITH POTPaMMy POAUTENHCKOTO KOHTPOJIS, €CITH eMy
MOKAKETCSI, ITO OHM OTPAHUIMBAIOT eT0 BOMOKHOCTH B OHIAlHE, U eCIH B3POCTLIi
He T103a60THTCS O TOM, UTOOBI 3aTIpeTHT eMy Takue JelicTBus. Takum o6pasoM, ¢ TexX-
HUYECKOH TOUKH 3PEHUS B3POCIBIM CleTyeT H3YUNTh BCEe BO3MOKHOCTH 0O0ecTeueHns
6e30MacHOCTH PebEHKa ¢ TOMOIIBIO KOMITBIOTEPHBIX TPOrpaMM (CeMeiHbIX GUILTPOB,
GIOKMPATOPOB PekiiaMbl, AHTUBUPYCOB U (haifepBOJOB), YCTAHOBUTH W JOTKHBIM 06-
pa30M HACTPOUTH BCe HEOGXOMUMBIE MPOTPAMMBL. JIeTSM ke HeoOXOMUMO pazbsICHATD
HeoOXOMMOCTD H B&XKHOCTh TAKUX TIPOTPAMM.
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IIpoG:rembl oBepus

OTo TakKe KpakiHe BaXHbIN acriekT Oe30macHoCcTH. PeOEHOK JIOIKEH 3HaTh, UTO
OH MOJKET JIOBEPSTh BaM, UTO BBl TIOMOKETE €My MPH BOSHUKHOBEHHH TPY/IHOM CHTYya-
UM, 00BSICHUTE, KaK MPaBUILHO cebs BECTH, M TIaBHOe, YTO He Oyziere OOBUHSTE €T0.
BonbImuHcTBO fleTeit He CKIOHHBI paccka3biBaTh POAUTEISM O HETPUITHBIX POUCIITe-
crBusix B CeTu, omacasich, 4T0 Te COUTYT, 4TO IETH CaMy CIIPOBOITUPOBATH TaKyIO CHTY-
arnyio, ¥ HAKKyT WX Tu6o orpanudar fgoctyn B Muteprer. Kpome Toro, ecim peGéHok
YYBCTBYET, 4TO MY HEKOMY JIOBepsITh B pealibHOM JKH3HH, OH OyzieT Goliee CKIOHEH
JIETUTHCS CBOMMU TTpobieMaMy ¢ He3HAKOMITaMH B OHJIaiiHe, NCKaTh X APYKOBI H MO -
JIEPIKKH.

5.4. «'pynmbl cmepT». Kak yGepeun pedenka?

B 2016 roxy crano U3BeCTHO O JICATENBHOCTH TaK HA3bIBAEMBIX «TPYIII CMeEp-
TH» — TPYII B COLMAJBHBIX CETSX, B KOTOPHIX MOJPOCTKH HUIPAIOT B CBOEOOPa3HYIO
UI'PY, UTOTOM KOTOPOH SIBIISIETCS TIOATOTOBIEHHBIN CyHIHy]. OGBIUHO B HA3BAHHAX BTHX
TPYIII [IPUCYTCTBYIOT MeTadopbl MPO KUTOB, a B COZIEP/KAHHM HAXOAATCA JeTPeccHB-
Hble TIECHH, MpavyHble KAPTUHKHU C MOPE3aHHBIMH BEHAMH WM H300pakeHHeM KHTOB,
a TaKKe TPYCTHBIC IUTAThl. B «Mrpe» Kaxibiii peGEHOK JIOKEH BBIONHUTD psjl 3a-
JIaHH, KOTOpPbIE TIO3BOJISIOT NIEPEHTH Ha CIEAYIONUH YPOBeHb. 3ajlaHus MOTYT ObITh
COBEPILEHHO KYTKUMHU: Halpumep, chororpadupoBarh CBOIO pyKy ¢ nopesami. [locie
HPOXOK/ICHUS TAKHX 3aJlaHii peGEHKY MPUCBAMBACTCS HOMED, a TaksKe coodIaeTcs
Jlata 1 crocob camoyOuicTa. JleTH HauMHAOT BeCTH 00paTHbIH OTCHET Ha CBOMX CTpa-
HHUILAX B COLMAIBHBIX CETSIX.

Kaxk y6epeub peGerka o1 «pynn cMepTi»?
1. PasroBapuBaiiTte ¢ peGeHKoM

I[.]'Iﬂ TOrO, YTOGHI MOAPOCTOK HE MOMNAJI IMOA B/IUSIHNE J€CTPYKTUBHBIX I'PYIIIL,
HYKHO J€/1aTh TOJIbKO OJHO — pa3roBapuBaTh ¢ HUM 0 TOM, UYT0 TaK0€ «XOPOIII0»,
4 YTO TaAKO0¢ «ILJI0XO0». Kor/:[a C JIETCTBa Y pe6éHKa €CTh YETKO CIIOJKUBIIIEECS] MHEHHE
00 ATHUX MOHATHAX, €I'0 HE 3aUHTEPECYIOT IIPU3LIBLI K HACUIINIO WA CYUITUJAIBHOMY
TIOBEJACHHIO.

2. Yunre pedeHKa MBICTHTH KPHTHYECKH

OyMH W3 BaKHEHIIMX KPUTEPHEB, HE MO3BOJSIONIMX IONAcTh TOAPOCTKAM B
«TPYIIIBI CMEPTHY, — HAJTMUHE KPUTHYECKOro MblLieHHs. [lopocToK HoDKeH yMeTh
CaMOCTOSITe/IbHO GIILTPOBATH MOCTYNAKIIYIO eMy HHQOPMAIHIO, YMETh aHAJH-
3HPOBATH €€, COMOCTAB/IATH ¢ ApYroii mHdopMammeii, coCTaBIATL COGCTBEHHOE
MHeHHe. VIMEHHO Hauuue KpUTHYECKOrO MBIIIJICHHS TIO3BOJISET M B3POCIbIM JTHVISIM
He MOBECTHCh Ha IPOBOKAIIMM 1 HE TOTACTh B CEKTHI.

3. C.]'Ie}Z[I/ITe 34 H3MCHCHHAMMN B IIOBCICHNN peﬁeHKa

3a60T/1MBbIE U BHUMATEIbHBIE POJIUTENN BCET/Ia 3aMETST, 4TO ¢ PeOEHKOM UTO-TO
HPOUCXOAMT. Pe3koe najieHre ycreBaeMOCTH, H3MEHEHHE My3bIKAIbHBIX IIPUCTPACTHH,
Kpyra oGIIeHHns, TIOSBJIEHUE HOBBIX YBIEUEHHH — KO BCEMY 3TOMY HYKHO OTHOCHTBCS
BHUMATENIbHO M 00s3aTeNbHO pasroBapuBarh ¢ pebéHkoM. JKu3HbIo peGeHKa HyKHO
HCKPeHHEe HHTEPECOBATHCH, 2 He KOHTPOJINPOBaTh. BaskHo He HapyMIATh JITYHbIE
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IPaHUNbI MOAPOCTKA, He YHTATH €0 MepenicKH U He MPOBepATh IPYNIbl B €O-
MUAJBHBIX CETAX, PeOEHOK caM BcE paccKakeT POTUTE/ISIM, eCJIH B CeMbe eCTh
J0BepUTe/IbHbIE OTHOINEHHA. [[0/IpOCTOK JOMKEH YYBCTBOBATh MOJJIEPKKY POJHBIX,
a POJIUTENH JIOJKHBI JIaTh TIOHATh, YTO MIPUMYT €ro JIIoGOro, co BCeMH MpodIeMaMH,
KOMILTEKCaMy M HeJlocTarkamu. Ecim y peGéHka ecth TBEpAAs YBEPEHHOCTh B CBOeit
CEMBE, TO «TPYIITIBI CMEPTH» eMy OyIyT He HHTEPECHDL.

Ecnn xe CIIYUHJIOCH TaK, UTO peGeHOK OTAAJIICA OT Bac, CTal IOTEPAHHLIM, 3aM-
KHYTBIM, Ha4aJl OTKa3bIBaTbCA OT €bl U HE CIaTh M0 HOUAM, HO IIPU 3TOM HE XOUET
OGCy)KI[aTI) C BaMH CBOIO JKW3Hb, TO BaM CTOUT MIPUCMOTPETLCA BHUMATEJILHEE K €T0
TIOBEJACHHIO.

Bac JOJDKHO HACTOPOKHTD:
L4 MOSABJICHUE MTOPE30B U IPaMOB Ha TEJIC pe6eHKa;

L4 JKEJIaHUE MMOJPOCTKA AapUTh U pa3jlaBaTb CBOM BEIIH, B TOM YMUCIIE U TE, UTO
0CcOOEHHO MaMSITHBI JUIA HETO,

L4 TIOBEACHUE pe6eHKa, MOXOKEE Ha MMOBEJICHUEC TIEPE]T OTHE3AOM (HaHpI/IMep, OH
HaBOAUT MOPAJIOK B KOMHATE, CIICHIAT 3aKOHYUTL KAKHUE-TO J€Ja, BCTPETUTLCA C
POACTBEHHUKAMH, KOTOPLIX JaBHO HE BUJET, pa3/iaTbh Z[OJ'IFI/I).

Kpome Toro, mo crarictuke 80% M0ApOCTKOB, COBEPIIMBIINX CYHIIH, TOBOPHIH
POJIMTENSM O CBOEM HeKelTaHHH JKUTh, HO B3pOCIIble He BOCIPUHUMAJH 3TH CJIOBa Bee-
pbe3. Tak 4To eciu peGeHOK BHE3AITHO H3MEHMII CBOE NOBE/IEHHE, TONbITaliTeCh BCIIOM-
HUTb, HE 3BYHUaJH JIM OT HETO PaHbIIe YTPO3bl IOKOHYHUTH ¢ COBOH.

YTo Hy&KHO AeaTh poruTe/aM?
1. [TompoGyiiTe BbIBecTH peGeHka Ha pa3roBop

Kax yske 6bIII0 CKa3aHO BBIIIE, HH B KOEM ClTy4ae HeJlb3sl IMHAOHHUTH 32 peGeHKOM
U TalfHO YUTaTh €ro JMYHbIE COOOIIEHUS B COIMANBHBIX CETSX. 3aTO MOKHO HOMpPO-
60oBaTh BHIBECTH TIO/IPOCTKA HA PA3TOBOP «OKOJBHBIMHY MYTSIMH: MOCMOTPETh GUIbM
0 caMOyOHICTBe MJIH paccKa3aTh O KHUIE Ha 9Ty TeMY H IIOTOM HPE/JIOKHUTh peGeHKY
HOZIETUTLCS CBOMM MHEHHEM.

2. Beerna nogiepkuBaiite pasroBop ¢ pedeHKoM, 0 4eM ObI OH HH GbLT

Eciu peGeHOK He XO4eT TOBOPHTH ¢ BAMH O CBOMX IpobieMax, HO XOueT FOBOPUTD
0 KakoH-HUOY/Ib KOMIBIOTEPHOH UIpe WM O My3bIKe, TO MOJIepKHBaiTe 3TH pasro-
BOpbl. Ecim BBI Gy/leTe HCKpEeHHE MHTEPECOBAThCS KU3HBIO TOAPOCTKA, TO BaM OyjeT
Jierye BePHYTH ero JIoBepHe.

3. [IpuaymaiiTe peGeHKy 3ansTHE

Ecnu Bamt cbiH WM J04b TPOBOJIAT B I/IHTepHere CJIMIIIKOM MHOI'O BPEMEHH, 3a-
ChINaloT € TCJ'IC(I)OHOM, CHUJAIT B COLUATIBHBIX CETAX BO BPEMI 3aBTpaKa U YKHHA, U, KaK
BaM KaKE€TCs, COBCEM BLIITAJIAOT U3 PEATIbHOCTH, HE pyraﬁTe €ro 3asTo, a TIOTIBITAUTECH
npuaAyMaTh €My allbTEPHATUBHOE 3aHATHE. MPEATIOKUTE BMECTE CXOJIMTH Ha HpOGHbIﬁ
YPOK IO CKAJIOJIa3aHUIO UJIK B TYPIHOXOJ, Ha MacTEP-KJIacc IO YKPAIEHUIO TOPTOB WX
CO3JJaHUI0 MOJIENER — a BApYT pe6eHKa 3aTAHET HOBOE YBJICUEHHWE CUIIBHEE, UEM BUPTY-
ajlbHasA peaJ'II)HOCTI)? Tor/:[a Y HETO HE 6yZ[CT HCOGXOZ[I/IMOCTI/I HCKaThb € JUHOMBIIIJICHHH -
KOB B COLIHAJIbHBIX CETAX.
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4. Yame o6exaiiTe BMecTe

[MonymaiiTe, TaBHO M BBl COGUPATICH CeMbel 3a OJHIM CTOJIOM HJTH JKe KasKIIbIit
VIKHHAET B pasHOe BpeMs, Koraa eMy yao6Ho? B ceMbsX, Iie PUHATO BMecTe TIpH-
HUMAaTh MUY, IETH peske TYBCTBYIOT cebs OMMHOKUMH U, CIeOBaTebHO, Peske 3aiy-
MBIBAIOTCS O caMoybmiicTRe. J[1s MopocTka BaKHO OBITH YaCThIO Hero-To IMeNoro, Tak
MYCTh STHM IebIM GYIET JITISl HEeTO CeMbL.

5. He GoiiTech 0GpamaThesi K clieluaIHCTAM

Ecnu Mexy BaMH 1 peGeHKOM HeT JIOBEPUTENbHBIX OTHOIIEHHH, a MEKIY TeM
THepeurclIeHHbIe BbIIE TPEBOKHbIE CHTHAJBI TIPUCYTCTBYIOT B MOBEIEHHH MOJPOCTKA,
HeoOGXOUMO 00paTHThCS K ICHXOJIOTY. DKCTPEHHYIO MOMOITb BaM MOTYT OKasarh 110
nerckomy Tenedony gosepust 8 800 200-01-22. On Gecrnaruplii 1 aHOHUMHBIHA. [To-
3BOHHUTh Ty/la MOJKET KaK B3pOCIBIH, Tak 1 pebeHOK, MO3TOMY MOJENHTECh STOH HH-
dopmariueii ¢ 0MePhIO UM CHIHOM. Y JIETCKOTO Telle(hoHa JOBEPUS €CTh CBOH CaiiT —
http://telefon-doveria.ru. Eciu BaM TpyiHO TOBOPUTE O Tipobieme Tio Tenedony, To Ha
caiiTe Bbl MOKeTe MOOOIIATHCS € IICHXOJIOTOM B Hare.

Kyna oGpamarncea?

Ecnu Bbl 06Hapy UM B VIHTepHeTe TPYIITy WM CaiiT, IPU3BIBAIOIIUI K caMo-
yOuiicTBY, MOJKeTe cooBIHTEL 06 9ToM B PockoMHam30p o cebiike http:/eais.rkn.gov.
ru/feedback/ u 3anonHUTH Bee monst B popme. loskanosarhes MoskHo 1 B JIury Gesomac-
Horo MurepHera http://www.ligainternet.ru/hotline/

5.5. PonuTe/ibcKknii KOHTPOIb

POZ[I/ITCJ'II)CKI/Iﬁ KOHTPOJb — IIPOrpaMMHOE obecrieueHue DJIEKTPOHHLIX CPEJICTB,
HUCITOJIBb3YEMBIX JIETbMHU U MMOJAPOCTKAMHU, HAITPABJIICHHLIX Ha 3alATY UX BIUAHUS OT HE-
raTUBHOI'O I/IHTepHeT-HpOCTpaHCTBa. K COXKaJICHHIO, B Poccun porpaMMbl pOJINTE]Ib-
CKOI'0 KOHTPOJIA HE MOJYUUIIN MAaCCOBOTO PpacCIIpOCTPaHECHU . Bwmecre ¢ Tem poauTEIb-
CKUit KOHTPOJIb TPEJOCTABIACT GOJIBINOE KOJIUYECTBO MOJIE3HBIX BO3BMOKHOCTEH.

YT0 MOYKHO CIe/1aTh € OMOIIBI0 POAUTE/IHCKOT0 KOHTPOJIA?

1. YcTaHOBHUTD BpeMEHHBIE HHTEPBAJIbI PAGOTHI KOMITBIOTEPA,

2. YpapmiTh pa3pelieHns MU Ha 3a1TyCK U YCTAHOBKY Pa3iHUHBIX [IPOTrpaMM MK
urp;

3. opMupoBaTh «GeIbIil CIMCOKY, «UEPHBIH CITHCOKY,

4. Hcmonp30Bars Ge30MacHbli TOMCK 10 3alpeléHHbIM CIoBaM;

5. IlpocMarpuBaTh 3KpaH KOMIIbloTepa peGeHKa 110 ceTH (Y/aleHHas Iepe3arpys-
Ka M BbIKJIIOUEHHE),

6. KonTpois 3a nocerenrem pecypcoB MHTepHeTa;
7. lomyvenue oryera o HOCEIEHHbIX CTPAHUIAX 110 3MEKTPOHHOH MouTe.

Ha cerofiHsmHumi JieHb CyIecTByeT GoMbII0e KOJIMYECTBO BAPHAHTOB POJUTENb-
ckoro koHTpoJis. [1pu BeIGOpe 0HOTO M3 HUX HEOOX0MMO 00paTUTh BHUMaHHE Ha He-
CKOIIbKO (haKTOPOB:

1. Kakue QyHKIHM POJUTENHCKOTO KOHTPOIIS BbI ITAHKPYETe UCTIONB30BaTh: MPO-
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CTO OT'PaHUYNUTL BPEM U TTOCEIIEHNE CalTOB C MMPOTUBO3aKOHHBIM W HESTUYHLIM KOH-
TEHTOM HUJIH K€ XOTUTE YCTAHOBUTL TOTAJBHYIO CIIEKKY.

2. Bospacr peGeHka 1 ero HaBbIKH PadoThl ¢ KOMIIBIOTEPOM.

3. Kakoe mporpamMmHoe oGectieyeHHe yKe YCTaHOBIEHO Ha BalleM KOMITbIOTEpe
(OC, anTHBHPYC).

CnocoGhbl poTuTeIHCKOTO KOHTPOIS X
PonuTesibcknii KOHTPOIL CpeicTBAMH ONlepAIIMOHHOI cucTeMbl Windows

Poxutesnbexnii KOHTPOJIb — yA06Has QYHKIMS UL pofuTenell, koropas MosBi-
nach B nocteauux Bepeusx OC ot Microsoft.

Bragensimt TIK #a 6aze OC Windows UMeIOT BO3MOKHOCTH GECIiaTHO ycTa-
HOBWTH W HCTIONB30BaTh mporpammy Family Safety («Cewmeilinas GezomacHOCTb») U3
naxera Windows Essentials. Uto6bl cienarh 370, JAOCTaTOMHO Napy pa3 MIEIKHYTh
MBIIIBIO Ha caifite Microsoft. EctectBenHO, /15l paGoThl OTpedytoTes yueTHas 3ainch
Microsoft, a TakKe Bepcusl omepalioHHOM cucTeMbl He Hike Windows Vista. [Tocre
YCTaHOBKH TPOTrpaMMbl MOKHO OyieT BhIOpaTh YHETHYIO 3allUCh W BBECTH [l Hee
orpaHnyeHus. EcIi KOMIIBIOTEPOM OJHOBPEMEHHO IOJB3YIOTCS HECKOIBKO YeNOBeK,
JUIs fleteil ciiesiyeT co3/laBarh OT/le/IbHbIE YUETHbIE 3aIUCH.

KoHTpob yuerHbIX 3anuceil ¢ nomolpio «CeMeitHOH Ge30M1acHOCTHY OCyIIecT-
BIIsIeTcs B 0c000i 30He caiita Microsoft, rjie mo3BonuTenbHO o4eHb THOKO HaCTpauBarh
BCe TUIBI QUIBTPAIlMK U orpaHrveHui. Takke cucTeMa BelleT JKypHaJl aKTHBHOCTH,
Onarofiaps ueMy JIerko y3HaTh, Korja peGeHOK Cell 32 KOMIIBIOTEpP U CKOJIBKO BPeMeHH
HPOBEJ 32 HUM.

OTa GyHKIUA MO3BO/IAET:

®  OTpajuTh JieTell OT HeXeNaTeTbHOTO COMEPIKHMOTO;

e  cjenarh Opaysep A1 JeTel 6oliee Ge30MacHbIM;

®  HAJOXKHUTH 3aIpeT Ha 3aIyCK OMpeIeeHHbIX TPUIOKEHHH 1 Urp;
®  OTpaHWYMTDb BpeMs, MpoBoguMOoe eThMu 3a [1K.

Poxutesnbcknii KOHTPOIB B Gpaysepe

[IpH UCTIONB30BaHUH JIETHMH HHTEPHET-0pay3epoB, POIUTENLCKHH KOHTPOIb MO-
5KeT OBITh OCYIIECTBIEH C OMOITBIO TAKUX Opay3epoB, Kak:

— 6paysep Google Chrome nmeer QyHKIMIO POIUTENIBCKOTO KOHTPOJIS, KOTOpast
OCYIIeCTBISETCS Uepe3 yIpaBieHne KOHTponupyeMbiM npoduiem. Ilpn ucnonszopa-
HUH TaKOTO POJIMTENBCKOTO KOHTPOIIS B Gpay3epe Bbl CMOKeTe PeryIUpoBaTh MoBejie-
Hue Baniero pebenka B MHTepHeTe.

— metckmii 6paysep [orynn — GecrnatHoe pacmupenue Juis Gpaysepa Mozilla
Firefox s poiMTeNbCKOTO KOHTPONIA M OrpaHuueHus Jeteit B CeTH oT HexenaTenbHo-
ro koHTeHTa. MmeeTcs karajior «6elbiXy», pa3speléHHbIX K TIPOCMOTPY JIeThMH CalTOB,
ocTallbHble OyIyT GI0KHPOBATLCA 110 YMOTYAHHMIO.

Poxutesbcknii KOHTPO/Ib CpeicTBAMH aHTHBHPYCOB

HeKOTOpI)Ie AHTUBHUPYCLI UMEIOT BO3MOKHOCTE YCTAHOBKH OI'paHHYEHH S 1OCTYIIA
K OIpeACICHHBIM caiitam B I/IHTepHere.
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Pomurenbeknii konTposs Kaspersky Internet Security — 570 KOMIIOHEHT 11po-
rpaMMBbl, HO3BOJSIOMMA YCTAHOBUTH JUISL KakI0M YUYETHOH 3allkicy Ha KOMIbIoTepe
OrpaHMYEHHs JIOCTYIIa MCHOIb30BaHMS KoMIbtoTepa W MHTepHeTa. C €ro MoMoIbio
MOKHO KOHTPOJMpPOBATh: 3allyCK pa3iM4HbIX MMPOTpaMM; MCIHOJb30BaHME MHTepHeTa
(orpaHuueHHe UcTionb30BaHKe LIHTepHETA 110 BpeMeHH); ToceleHre Beb-caiiToB B 3a-
BUCHMOCTH OT HX COJIEPAKUMOr0; 3arpy3ky daitnos u3 ViHTepHeTa B 3aBUCUMOCTH OT HX
KaTeropyu; MeperucKy ¢ Onpe/ieieHHbIME KOHTaKTaMH B COIMAILHBIX CETSX.

Moxynb poxutebekoro KouTpomns «Joktop Be6» momoraer orpaHuduth J0-
CTYTI TIOJh30BaTeNell KOMITHIOTepa K OTipeIeNieHHbIM caliTaM B ceTH HTepHer, nokaib-
HBIM (aiiiaM WUIH MarmKaM, pecypcaM JOKaNbHOH CeTH. AJMHHUCTPaTop KOMIbIoTEpa
MOMKET CaM 3ajlaTh CIHCOK 3ampeleHHBbIX CaliTOB MM BOCHOJNH30BATLCS MOCTOSHHO
OGHOBJSEMbIMH TEMATHIECKAMH CITMCKAMH, TIPEA0CTABIIeMbIMA KOMITanuel «Jlokrop
Beb».

Poiuresibcknii KOHTPOJIL HA YPOBHE IIPoBaiiaepa

HeKOTOpI)Ie HpOBaﬁﬂepr, MPETOCTABIAONIINE JOCTYII B I/IHTepHeT, OKasbIBaroT
JOMOJHUTEIBLHBIE YCIYTH 10 3allUTE OT SaHpeH_[éHHOFO KOHTCHTA. Vcnyra, KakK TipaBH-
JI0, IJIaTHas. HOZ[KJHO‘I&CTC}I B «JInuHOM KabuHETe» UIH npu OGpaH.[eHI/II/I K oneparopy
CB3H.

Ponurenbeknii konTpons Ha Wi-Fi-poytepe

[pu noakmiouenun k Muateprety uepe3 Wi-Fi-poyTep MOKHO BOCTION30BATh-
sl BerpoenHolt B Hero dynkiuedi Parental Control (Pomurensekuit koutponb). Takas
(YHKIMS ecTh He Ha BCEX poyTepax.

Hacrpoiika pofHTeNbekoro KOHTPOIS TPEAOCTaBIsieT BO3MOKHOCTD CO3/IaBaTh
HpaBuia JOCTYIa K caiTaM JUIsl KaxIoro KOMIbIOTepa WM MOGHIBHOTO YCTPOHCTRA,
KOTOpOE TMOJIKIIoYaeTcsl Yepe3 TOUKy JocTyna (ycrpoiicTBa pacriosHatores no MAC
anpecy). MOKXHO Taxke 3allpeTUTh JOCTYI K ONPE/IeNEHHBIM caiiTaM WM pa3peliuTh
TOJBKO K HEKOTOPBIM JIJIsl BCeX YCTPOHCTB, KOTOpbIE paboTaloT Yepe3 OfMH U TOT Ke
poyTep.

CrenpajabHbIe IIPOrPaMMBbI ISl POIHTETHCKOT0 KOHTPOJIA

CrenuyanbHble TPOTPaMMBI IS POIAUTENBCKOTO KOHTPOJIS 00NaJIatoT PAIoM Ipe-
WUMYIIECTB Nepe]] OCTAIBHBIMH CIIOCO0aMH, TaK KaK IPeJ0CTaBIIIOT GONbIINi 00beM
BO3MO;KHOCTEH:

aHAJIU3 COJIEP)KUMOTO CTPAHMI] Ha TIPUCYTCTBUE 3aIIPELIEHHBIX CIIOB;

OJIOKMPOBAHKE JIOCTYIIA K CAiTaM U3 «UEPHOTO» CIIUCKA;

OrpaHHYEHUE UCTIONB30BaHUs VIHTEpHETa 10 BpeMeHH,

MPOCMOTP HKpaHa KoMIbloTepa peGeHkKa 1o ceTd (Y/ajleHHas nepesarpyska
BBIKJIIOUEHHE),

PekHM «be30macHbIi TOUCK» B OMCKOBBIX CUCTEMAX,

3aITiCh aJPecoB MOCENeHHBIX CaliTOB B (alii-KypHAT,

OTCBLJIKA OTYETA O MOCEHIEHHBIX CTPAHUIIAX T10 HIICKTPOHHOM MOYTE;

aBTOMAarHy4ecKas JICaKTUBALMS [TPOTrPAMMBI JIJISl Q/IMUHUCTPATOPOB MPOTPAMMBI,

crielanbabie GYHKIHH JJs paboThI ¢ TPOTrpaMMoil epes TOKaTbHYIO CETh,

KOHTpOJIb 3aITyCKa UTp.

® & 0 0 0 0= 0 0 0 o
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[Ipumeps nporpamm:
Crawler Parental Control 1.1
KidsControl 2.02
ParentalControl Bar 5.22
KuGepMama
KinderGate
Omun/loma
KuGepl lenszop
Ponurtenbeknii KOHTPOIb Ha cMapTdoHAX

YCTaHOBHUTh POJIMTENHCKUH KOHTPOJIb HA MOOHIIBHOM YCTPOICTBE Balero pedeH-
Ka JIOCTaTOYHO MPOCTO — MOKHO BOCTIONB30BAThCS CIEIHAILHOM MPOrpaMMoi (Hanpy-
mep, Safe Lagoon) wi NOAKIIOMKTH Y MOOHIIBHOTO ONIEPaTopa CHEHUAIbHYIO YCIYTY
«Jlercxuit UHTEpHETY.

[loMHHTE, YTO HU OJIUH U3 MEPEUUCIEHHBIX CIOCO00B He rapanthpyeT Ha 100%
3aIUIIEHHOCTh Ballero peGeHka oT omacHocTell coBpemeHHoro VHtepHera. BaxkHo
HPUIOKUTH YCHITUS K TOMY, YTOObI JIETH B CHIly BOCIIHTAHHS CaMH He CTPEMHUJIUCH K
TOUCKY 3alPEleHHOTO KOHTEHTA, 3HAJM O BO3MOKHBIX TTOCIE/ICTBUSX BCEX CBOUX Jieii-
cTBuii B MHTEepHETE.

CoBeTbl 110 YIIPaBJIeHHIO 0€30MaCHOCTHIO AeTeil npu padote ¢ UaTepHeToMm:

e  Crapaifrech JepKaTh KOMITBIOTEPHI ¢ MOAKIIOUeHHeM K MHTepHeTy B 061IHX
KOMHATax, B KOTOPBIX MOJKHO JIETKO OCYIECTBIATh BU3YaIbHBIH KOHTPOIb Hajl
TeM, UTo JienaeT Bail pebeHok B HTepHeTe.

e CosjaliTe npu ydacTHH JieTell CBOJ JOMAIHHX TPABHI MOJb30BAHHUS
HHrepHeToM U TpeSyHTe ero HeYKOCHUTEILHOTO COOMIO/IEHHS.

L4 HpI/Iy‘II/ITe JIeTel TIOCEIarh TOIBKO Te CaﬁTbI, KOTOPBIE BbI pa3peIiniii.

L4 HCHOHBSyﬁTC CpeacTBa 6J'IOKI/IpOBaHI/I51 HEKEIATEIbHOTO MaTepralia Kak J0-
MOJIHEHUE, HO HE 3aMEHY K POJUTETILCKOMY KOHTPOJIO.

o  Coppiaiite ceMelHbIN 31eKTPOHHBIN SIMIUK, HA KOTOPBIH OyIET MPUXOIUTH BCA
Ballla 3JIEKTPOHHAS [I0YTA, BMECTO TOTO YTOObI [TO3BOJEATH JIETIM UMETh COOCTBEH-
HbIE ajipeca.

e  Hayuute jleTeil cOBETOBAThCS C BAMU TIepe;l pacKpbITHeM HH(OPMAIIHH de-
pe3 BNEKTPOHHYIO TIOUTY, YaThl, JOCKH 00bSBIEHNH, perucTpallioHHble GOPMbI 1
JUYHbIE TTPOGHIH.

e  MaseHbKUM JIeTSIM He ClielyeT IOJIb30BaThesl YaTaMH — CIHIIKOM BeIHKa
onacHocTb. TolbKo KoT/ia Balll peGeHOK MOpacTeT, MOKHO pa3pelruTh obIarbes
TaM, IJie €CTh KOHTPOJb HaJl COOOIEHHIMHU (MITH, TOBOPS KOMITBIOTEPHBIM $I3bI-
KOM, «MOJIEParius»).

e  Hayuute fiereil He 3arpykaTh HPOrpaMMbl, My3bIKY HJIH (aitibl Ge3 Barero
paspemieHus.
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e beceayiite ¢ ieTbMu 00 X JIpy3bsX B VIHTEpHETE U O TOM, 4eM OHH 3aHMMa-
FOTCS Tak, KaK ecii Obl peub 1114 O JIPY3bsX B pealbHOM KU3HHU.

e [lpuyuure siereit cooOmiars BaM, €ciid YTo-mbo WM Kro-mbo B CeTH Tpe-
BOXKHT MJIH yrpokaeT uM. OcTaBaiiTech CIIOKOHHBIMU M HATIOMHHTE JIETSM, UTO
OHHU B Ge30MacHOCTH, eciii pacckasany BaMm. [loxBanure ux u nobysxuaiire 1o-
JIONTH elrle pa3, ecliy clyyail TOBTOPUTCSL.

e Ecim, HecMOTPS Ha Bce MepbI PEJOCTOPOKHOCTH, Balllk JIETH MO3HAKOMH-
Juch B VIHTepHeTe O 370yMBIIIIEHHUKOM, He BUHUTE UX. Bcd MonHOTa OTBeT-
CTBEHHOCTH BCeria JISKMT Ha MpaBoHapyiuTene. [IpeanpuMute permmrensHbie
JIeHCTBHS 1715 TIpeKpallieHus JaMbHEHINX KOHTAKTOB peOeHKa C STHM JIMIIOM.
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OCHOBHbIE [IPABWJIA BE3OMACHOI0

MOBEAEHWA B CETH «MHTEPHETH

1. lIpunoKkATe MAKCHMYM YCHJIHI K 3aI{ATe BAIAX TEXHAYECKAX YCTPOICTB:

®  pEryIsipHO OCHOBISIATE ONEPAIOHHYI0 CHCTEMY,

®  HCIONB3YHTE JMIEH3MOHHYH aHTHBUPYCHYO IIPOTrpaMMy;

e  mpuMensiite daiieppor,

e CO31aBaiiTe pe3epBHBIC KOMH BAKHBIX (aiflios;

®  HCIIONB3YHTE HAJIEKHBIE TIAPOIIN;

®  IEPHOMMYCCKU MEHSHTE ApOIM HAa CaMBIX BAKHBIX /IS Bac caiiTax;

®  CKauuBaiTe MPOrPaMMbI TOJIBKO ¢ OQUITHATLHBIX HCTOUHUKOB,

e  He [0CEIANTE MIONO3PUTEIBHBIE CAlTBL,

®  3aKpbIBaliTe COMHUTEIBHBIE BCINTBIBAIOIINE OKHA,

e  He HLKMMaliTe Ha KpacBble OaHHEPBI MY PEKIIAMHBIE OJIOKA Ha caiiTaX, KAKAMH
OBl IPUBJIEKATENBHBIMY ¥ 3aMaHUMBBIMKE OHYM HU OBLIH.

2. [Ipm paGote ¢ TeKTPOHHOI TTOYTOI:

e  HUKOIVa HE OTKphIBANTE MOJI03PUTENBHBIE COOOIIEHNS NI BIOKEHHS DIIEKTPOH-
HOM [OYTBL TONYYEHHbIE OT HE3HAKOMBIX JFofiel. BMecTo aroro cpasy yhamure ux,
BBIOPAB KOMAH/Ty B MEHIO COOOIIECHMIA.

e  HHKOIJIa HE OTBEYaliTe Ha claM;

e  HHUKOIVIa HE NIePEChUIANTE «IMChMA CHACThsD» | IPYTOi IOXOOHBIH criaM. BMecto
3TOTO Cpa3y yAAJSTe TaKUE ITUChMA.

3. 3amure caMuXx cedq:

®  He BBOTMTE JIMUHYIO U KOHQU/ICHIMAIBHY HHPOPMAIIMIO HA HEPOBEPEHHBIX U
TIOJIO3PUTENBHBIX CaliTax,

e  BHUMATENBHO OTHOCHTECH K cobeceiHuKaM B MHTepHETe, coolaiiTe BasKHYHO
HHOPMATIHIO TOBKO IIPOBEPEHHBIM JTHISIM,

e 1pu paGoTe 3a KOMIIBIOTEPOM, K KOTOPOMY HMEIOT JOCTYII IPYTHE JIFO/H, HE CO-
XpaHsiiiTe napoim B Gpaysepe.

4. Co6monaiiTe mpaBna:

e  IIOMHHTE, YTO B BUPTYaJIbHOM IIPOCTPAHCTBE OTBETCTBEHHOCTH HACTYIIACT IO Pe-
aJTBHBIM 3aKOHAM,

®  YBALKUTEIBHO W JIOOPOCOBECTHO OTHOCHUTECH K JPYIMM IIONB30BaTEISIM CETH
HurepHer.
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311ECH BAM MOMOIYT!

g

ITo Bompocam B cpepe MEPCOHAILHBIX JAHHBIX
DenepanbHast cy:k0a 0 HAA30PY B cepe cBsI3H, HHYOPMATHOHHBIX
TEeXHOJIOTHii M MaccOBBIX KoMMyHuKamuii (Pockomuamzop):

CripaBouHO-HH(POPMALMOHHBIH LICHT]:
8 (495) 983-33-93 (mn-ut 9:00-18:00, 1t 9.00-16:45)

Yupasnenne Pocxomuanzopa no YibsiHoBckoit o0mactu

Orten 1o 3anmTe mpas CyObEKTOB IIEPCOHATBHBIX JAHHBIX, HAA30pa B cepe
MACCOBBIX KOMMYHHKALWH U HH(POPMALTOHHBIX TEXHOTOTHEL:
8 (8422) 21-42-07
E-mail:rsockanc73@rkn.gov.ru

L

ITo oOpameHHsM, OTHOCHTENBHO ACATCITBHOCTH MOIICHHMYECKHX HHTEp-
HET-PECyPCoB, CO3IAHKSI HCIIONBb30BAHUS U PACTIPOCTPAHEHHUSI BPEAOHOCHOTO ITPO-
TPAMMHOTO 0OCCTICUCHHS, HEIPABOMEPHOTO JAOCTYIA K KOMITBIOTCPHOU HH(OP-
MalyH, XUIICHUAM, COBCPIUICHHBIM C HCITOIB30BAHUEM ITOAACTBHBIX OAHKOBCKUX
KapT, SMEKTPOHHBIX INIATEKHBIX CHCTEM M CHCTEM JHUCTAHIMOOHOTO OAHKOBCKOTO
00CTy KUBAHU

YMB/ Poccun o YAbsHOBCKOiT 001aCTH
8 (8422) 42-29-60, 67-88-00432071,
T. YibsHOBCK, YiI. K. Mapxcea, 31/108
8 (8422) 67-88-88 — «ropsaqas muHIS
https://73 MBI.pd

B

Ob6mecrBennast npuemaas MBJI P®
BoiGpars nyHkt «Ynpasiaeane K MBJI Poccun»

!
u

https://mvd.ru/request_main

Hudopmarust 17151 TPoBeIeHNST YPOKOB 0e3011acHOT0
Hurepuera B mKosmax
JIura 0e30macHOr0 MHTEPHETA

Ettp://www. ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-
and-teachers-detail. php?ID=3652
B — ol
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Bpormmopa « UudopmarmonHast 6e30macHOCTh B ceT MHTepHeT

TIpoekT peasmsyetcs 3a cUeT CPe/ICTB, BBHIJIEJICHHBIX TI0 Pe3yJIbTaTaM KOHKYPCHOTO 0TOOpa COLUATIBHO
OPHEHTHPOBAHHBIX HEKOMMEPUECKUX OPTaHH3aLMM JUIA TIPEIOCTABICHHA CYOCH MU U3 OlojIKeTa
MYHHIMITAIBHOTO 06pasoBaHus «["opo YIbIHOBCK»

Bponmops! H3faHb! IS GeCIUIATHOTO PACIIPOCTPAHEHHUS.

© VIBAHOBCKOE PernoHabHoe oT/eneHie OOmepoccuiickol 06IecTBeHHON OpraHu3aIy
«Accoumars opuctop Poccumy, 2017

Usrotoeutems: OO0 «L{entp xomMyHukaruit [Tosomxessy, 432011, r. VimsHosck, yi. Pamumepa 90, oduc 1.
O6pem: 36 crp. [Tevats opcetras. Tupak: 3000 sxzemmmapop. 3akas Nel. TTogmcano B meuars 18.10.2017
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